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Description Criteria for a Description of a Service Organization’s System in a
SOC 2® Report

Prepared by the AICPA Assurance Services Executive Committee’s SOC 2® Working Group

Introduction

.01

.02

AICPA’s Assurance Services Executive Committee (ASEC), through its Trust Information Integrity
Task Force’s SOC 2® Guide Working Group, has developed a set of benchmarks, known as description
criteria. These description criteria are to be used when preparing and evaluating the description of the
service organization’s system (description) in an examination of a service organization’s controls over
security, availability, processing integrity, confidentiality, and privacy (SOC 2® examination). This doc-
ument presents the description criteria for use in that examination. (The AICPA’s trust services criteria
are not addressed in this document. ™! Those criteria are used in a SOC 2® examination to evaluate
whether controls stated in the description were suitably designed and operated effectively to provide rea-
sonable assurance that the service organization’s service commitments and system requirements were
achieved based on the applicable trust services criteria.)

Applying the description criteria requires judgment. Therefore, in addition to the description criteria, this
document also presents implementation guidance for each criterion. The implementation guidance pre-
sents factors to consider when making judgments about the nature and extent of disclosures called for by
each criterion. This guidance does not address all possible situations; therefore, users should carefully
consider the facts and circumstances of the service organization and its environment when applying the
description criteria.

Applicability and Use of the Description Criteria

SOC 2® Examination

.03

The description criteria presented in this document were developed to be used in conjunction with the
SOC 2® examination described in AICPA Guide SOC 2® Reporting on an Examination of Controls at a
Service Organization Relevant to Security, Availability, Processing Integrity, Confidentiality, or Privacy
(guide). The SOC 2® examination is performed in accordance with AT-C section 105, Concepts Com-
mon to All Attestation Engagements, and AT-C section 205, Examination Engagements (AICPA, Pro-

fnl The trust services criteria were issued in 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidenti-
ality, and Privacy and are codified in TSP section 100 (AICPA, Trust Services Criteria). Paragraphs .25-.26 of TSP section 100 pro-
vide transition guidance related to the use of those criteria in a service auditor’s report.
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fessional Standards). In that examination, the CPA (known as a service auditor) ™2 expresses an opin-
ion about the following:

a. Whether the description is presented in accordance with the description criteria

b. Whether the controls were suitably designed to provide reasonable assurance that the service or-
ganization’s service commitments and system requirements would be achieved if controls oper-
ated effectively based on the applicable trust services criteria

c. Inatype 2 examination, ™2 whether the controls operated effectively to provide reasonable as-
surance that the service organization’s service commitments and system requirements were
achieved based on the applicable trust services criteria. ™*

.04 A SOC 2® examination is predicated on the concept that, because service organization management is
ultimately responsible for developing, implementing, and operating the service organization’s system,
service organization management is also responsible for developing and presenting in the SOC 2® report
a description of the service organization’s system. Service organization management uses the descrip-
tion criteria in this document when preparing the description of the service organization’s system; the
service auditor uses the criteria when evaluating whether the description is presented in accordance with
the description criteria.

Suitability and Availability of the Description Criteria
.05  According to the attestation standards, the attributes of suitable criteria are as follows: ™®
e Relevance. Criteria are relevant to the subject matter.

e Objectivity. Criteria are free from bias.

2 In the attestation standards, a CPA performing an attestation engagement ordinarily is referred to as a practitioner. However, the
AICPA Guide SOC 2® Reporting on an Examination of Controls at a Service Organization Relevant to Security, Availability, Pro-
cessing Integrity, Confidentiality, or Privacy uses the term service auditor, rather than practitioner, to refer to a CPA reporting on con-
trols at a service organization. Therefore, this document also uses the term service auditor.

3 There are two types of SOC 2® examinations (type 1 and type 2), and the subject matters vary depending on which type of exami-
nation the service auditor performs. The subject matters of a type 1 examination are (a) the description and (b) the suitability of the
design of the controls to provide reasonable assurance that the service organization’s service commitments and system requirements
would be achieved based on the applicable trust services criteria. The subject matters in a type 2 examination are (a) the description,
(b) the suitability of design of the controls to provide reasonable that the service organization’s service commitments and system re-
quirements would be achieved based on the applicable trust services criteria, and (c) the operating effectiveness of controls to provide
reasonable assurance that the service organization’s service commitments and system requirements were achieved based on the appli-
cable trust services criteria.

fn4 - This term refers to the trust services criteria in TSP section 100, 2017Trust Services Criteria for Security, Availability, Pro-
cessing Integrity, Confidentiality, and Privacy (AICPA, Trust Services Criteria), that pertain to the category or categories included
within the scope of the particular examination.

5 paragraph .A42 of AT-C section 105, Concepts Common to All Attestation Engagements (AICPA, Professional Standards).
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e Measurability. Criteria permit reasonably consistent measurements, qualitative or quantitative, of
subject matter.

e Completeness. Criteria are complete when subject matter prepared in accordance with them does
not omit relevant factors that could reasonably be expected to affect users’ decisions made on the
basis of that subject matter.

.06  In addition to being suitable, AT-C section 105™8 indicates that the criteria used in an attestation en-
gagement should be available to report users. The publication of the description criteria makes the crite-
ria available to report users. Accordingly, ASEC has concluded that the description criteria presented in
this document are suitable and available for use in a SOC 2® examination.

Preparing and Evaluating the Presentation of the Description of the Service Organiza-
tion’s System in Accordance With the Description Criteria

.07  Service organization management is responsible for the design, implementation, and operation of con-
trols within the system used to provide services to user entities and business partners. In a SOC 2® ex-
amination, a description of the service organization’s system presented in accordance with the descrip-
tion criteria is designed to enable user entities, business partners, and other intended users of the SOC 2®
report (known collectively as report users) to understand the service organization’s system, including
the processing and flow of data and information through and from the system. The description describes
the procedures and controls the service organization has implemented to manage the risks that threaten
the achievement of the service organization’s service commitments and system requirements. The de-
scription is prepared by service organization management from documentation supporting the system of
internal control and system operations, as well as consideration of the policies, processes, and proce-
dures within the system used to provide the services.

.08 A SOC 2®report is intended for use by those who have sufficient knowledge and understanding of the
service organization, the services it provides, and the system used to provide those services, among other
matters. As a result, when drafting the description, service organization management can assume that
users have such knowledge and understanding. Furthermore, if the users do not have such knowledge
and understanding, they are likely to misunderstand the content of the SOC 2® report, the assertions
made by management, and the service auditor’s opinion, all of which are included in the report. For that
reason, management and the service auditor should agree on the intended users of the report (referred to
as specified parties). Specified parties of a SOC 2® report may include service organization personnel,
user entities of the system throughout some or all of the period, business partners subject to risks arising
from interactions with the system, practitioners providing services to user entities and business partners,
prospective user entities and business partners, and regulators who have sufficient knowledge and un-
derstanding of such matters.

.09 Though the description is generally narrative in nature, there is no prescribed format for the description.
Flowcharts, matrixes, tables, graphics, context diagrams, or a combination thereof may be used to sup-
plement the narratives contained within the description.

6 Pparagraph .25b of AT-C section 105.
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.10 Additionally, the description can be organized in a variety of ways. For example, the description may be
organized by components of internal control (the control environment, risk assessment process, control
activities, monitoring activities, and information and communications). Alternatively, it may be orga-
nized by components of the system (infrastructure, software, people, procedures, and data) and supple-
mented by disclosures of the aspects of the internal control components relevant to the identification and
assessment of risks that would prevent the service organization from achieving its service commitments
and system requirements and the design, implementation, and operation of controls to address them.

11 The extent of disclosures included in the description may vary depending on the size and complexity of
the service organization and its activities. In addition, the description need not address every aspect of
the service organization’s system or the services provided by the system, particularly if certain aspects
of those services are not relevant to report users or are beyond the scope of the SOC 2® examination. For
example, disclosures about a service organization’s processes related to billing for the services provided
to user entities are unlikely to be relevant to report users. Similarly, although the description includes
procedures within both manual and automated systems by which services are provided, it need not nec-
essarily disclose every step in the process.

.12 Ordinarily, a description of a service organization’s system in a SOC 2® examination is presented in ac-
cordance with the description criteria when it (a) describes the system that the service organization has
implemented (that is, placed in operation) to provide the services, (b) includes information about each
description criterion, to the extent it is relevant to the system being described, and (c) does not inadvert-
ently or intentionally omit or distort information that is likely to be relevant to report users’ decisions.
Although the description should include disclosures about each description criterion, such disclosures
are not intended to be made at such a detailed level that they might increase the likelihood that a hostile
party could exploit a security vulnerability, thereby compromising the service organization’s ability to
achieve its service commitments and system requirements. Instead, the disclosures are intended to ena-
ble report users to understand the nature of the risks faced by the service organization and the impact of
the realization of those risks.

.13 A description is not presented in accordance with the description criteria if it (a) states or implies that
certain IT components exist when they do not, (b) states or implies that certain processes and controls
have been implemented when they are not being performed, or (c) contains statements that cannot be ob-
jectively evaluated (for example, advertising puffery).

e .14 In certain circumstances, additional disclosures may be necessary to supplement the descrip-
tion. Management’s decisions about whether such additional disclosures are necessary and the
service auditor’s evaluation of management’s decisions involve consideration of whether the dis-
closures may affect information that is likely to be relevant to the decisions of report users. Addi-
tional disclosures may include the following, for example:Significant interpretations made in ap-
plying the description criteria in the specific circumstances of the SOC 2® examination (for ex-
ample, what constitutes a security event or incident)

e Subsequent events, depending on their nature and significance

Materiality Considerations When Preparing and Evaluating Whether the Description Is
Presented in Accordance With the Description Criteria

15 Asdiscussed in paragraph .02, applying the description criteria requires judgment. One of those judg-
ments involves the informational needs of report users. Most SOC 2® reports have a broad range of
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specified parties. Therefore, the description is intended to meet the common informational needs of the
specified parties and does not ordinarily include information about every aspect of the system that may
be considered important to each individual report user. However, an understanding of the perspectives
and information needs of the broad range of intended SOC 2® report users is necessary to determine
whether the description is presented in accordance with the description criteria and is sufficient to meet
report users’ needs.

.16 When evaluating whether the description is in accordance with the description criteria, management
considers whether misstatements or omissions in the description, individually or in the aggregate, could
reasonably be expected to influence decisions of specified parties to the SOC 2® report. For example, in
a SOC 2® examination on controls relevant to privacy, management may discover that is has failed to
describe a principal service commitment involving compliance with the European Union’s General Data
Protection Regulation. Because such information could reasonably be expected to influence the deci-
sions of SOC 2® report users, management may conclude that the omission of such information may af-
fect the decisions of such users. In that case, management would amend the description by including the
relevant information. ™7

.17 Because the description criteria call for disclosure of primarily nonfinancial information, most descrip-
tions will be presented in narrative form. Therefore, materiality considerations are mainly qualitative in
nature and center around whether there are misstatements in information that could reasonably be ex-
pected to influence report users’ decisions, including the possibility that relevant information has been
omitted. Qualitative factors to be considered include the following:

e Whether the description of the service organization’s system includes the significant aspects of
system processing

e Whether the description is prepared at a level of detail likely to be meaningful to report users

e Whether each of the relevant description criteria in paragraph .19 has been addressed without us-
ing language that omits or distorts the information

e Whether the characteristics of the presentation are appropriate, because the description criteria
allow for variations in presentation

Description Criteria for a Description of a Service Organization’s System in a SOC 2® Ex-
amination and Related Implementation Guidance

.18  To be presented in accordance with the description criteria, a description ordinarily needs to disclose
information about each of the requirements (criteria) presented in the left column of the following table,
to the extent that the criterion is applicable to the system and the trust services categories included with-
in the scope of the examination. (Materiality considerations are discussed in the previous section begin-
ning at paragraph .15.)

7 If the description has been prepared to meet the informational needs of a specific subset of SOC 2® report users (and the report is
restricted to those specific users), management considers whether misstatements (including omissions) may affect the decisions of that
specific subset of report users.
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The implementation guidance in the right column of the following table presents factors to consider
when making judgments about the nature and extent of disclosures called for by each criterion. The im-
plementation guidance does not address all possible situations; therefore, service organization manage-
ment is advised to carefully consider the specific facts and circumstances of the service organization and
the nature of the services provided when applying the description criteria in a SOC 2® examination.

Description Criteria Implementation Guidance
The description contains the fol- When making judgments about the nature and extent of disclo-
lowing information: sures to include about this criterion, consider the following:
DC 1: The types of services pro- Examples of the types of services provided by service organiza-
vided tions are as follows:

e Customer support. Providing customers of user
entities with online or telephonic post-sales sup-
port and service management. Examples of these
services are warranty inquiries and investigating
and responding to customer complaints.

e Health care claims management and processing.
Providing medical providers, employers, third-
party administrators, and insured parties of em-
ployers with systems that enable medical records
and related health insurance claims to be pro-
cessed accurately, securely, and confidentially.

e Enterprise IT outsourcing services. Managing,
operating, and maintaining user entities’ IT data
centers, infrastructure, and application systems
and related functions that support IT activities,
such as network, production, security, change
management, hardware, and environmental con-
trol activities.

e Managed security. Managing access to networks
and computing systems for user entities (for ex-
ample, granting access to a system and prevent-
ing, or detecting and mitigating, system intru-
sion).

e Financial technology (FinTech) services.
Providing financial services companies with in-
formation technology-based transaction pro-
cessing services. Examples of such transactions
are loan processing, peer-to-peer lending, pay-
ment processing, crowdfunding, big data analyt-
ics, and asset management.
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Description Criteria

Implementation Guidance

DC 2: The principal service com-
mitments and system requirements

A system of internal control is evaluated using the trust services
criteria within the context of the entity’s ability to achieve its
business objectives and sub-objectives. When a service organi-
zation provides services to user entities, its objectives and sub-
objectives relate primarily to the following:

a. The achievement of the service commitments
made to user entities related to the system used
to provide the services and the system require-
ments necessary to achieve those commitments

b. Compliance with laws and regulations regarding
the provision of the services by the system

c. The achievement of the other objectives the ser-
vice organization has for the system

These are referred to as the service organization’s service
commitments and system requirements.

Although service organization management is responsible for
designing, implementing, and operating controls to provide rea-
sonable assurance that it achieves its system objectives, man-
agement is required to disclose in the description only its prin-
cipal service commitments and system requirements, as dis-
cussed in the subsequent section.

Principal Service Commitments. Disclosure of the principal
service commitments and system requirements enables report
users to understand the objectives that drive the operation of the
system and how the applicable trust services criteria were used
to evaluate whether controls were suitably designed and operat-
ed effectively.

Service commitments include those made to user entities and
others (such as customers of user entities), to the extent those
commitments relate to the trust services category or categories
addressed by the description. For example, service commit-
ments could also include those made as part of the National In-
stitute of Standards and Technology (NIST) risk management
framework for government agencies and other parties.

The service commitments a service organization makes to user
entities and others are based on the needs of those entities. In
identifying the service commitments to be disclosed, service
organization management may begin by reviewing the com-
mitments it made to user entities. Service commitments may be
communicated to user entities in many ways, such as through
contracts, service level agreements, and published policies (for
example, a privacy policy). No specific form of communication
IS required.

A service organization may make service commitments on
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Description Criteria

Implementation Guidance

many different aspects of the service being described, including
the following:

e Specification of the algorithm used in a calcula-
tion

e The hours a system will be available
e Published password standards

e Encryption standards used to encrypt stored cus-
tomer data

Service commitments may also be made about one or more of
the trust services categories addressed by the description. As an
example, if controls over privacy are addressed by the descrip-
tion, a service organization may make commitments such as the
following:

e The organization will not process or transfer in-
formation without obtaining the data subject’s
consent.

e The organization will provide a privacy notice to
customers once every 6 months or when there is
a change in the organization’s business policies.

e The organization will respond to access requests
within 10 working days of receiving the request
from its customers.

Service organization management need not disclose every ser-
vice commitment, but only those that are relevant to the broad
range of SOC 2® report users (that is, the principal service
commitments). For example, when the description addresses
availability, a service organization may make the same system
availability commitment to the majority of its user entities. Be-
cause information about the availability commitment common
to most user entities is likely to be relevant to the broad range
of SOC 2® report users, service organization management
would describe that principal availability commitment in the
description.

In other cases, however, a service organization may make a dif-
ferent commitment about system availability to an individual
user entity that requires greater system availability than most
user entities. Service organization management ordinarily
would not disclose that commitment because it is unlikely to be
relevant to the broad range of SOC 2® report users. Because
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Description Criteria

Implementation Guidance

that service commitment is not disclosed in the description, the
individual user entity understands that the evaluation of the
suitability of design of controls and, in a type 2 examination,
the operating effectiveness of controls was made based on the
service organization’s achievement of its principal service
commitments and system requirements (that is, those common
to the majority of user entities); therefore, the individual user
entity may need to obtain additional information from the ser-
vice organization regarding the achievement of its specific
availability commitment.

When the description addresses privacy, service organization
management discloses the service commitments and system
requirements identified in the service organization’s privacy
notice or in its privacy policy that are relevant to the system
being described. When making such disclosures, it may also be
helpful to report users if service organization management de-
scribes the purposes, uses, and disclosures of personal infor-
mation as permitted by user entity agreements.

Principal System Requirements. System requirements are the
specifications about how the system should function to do the
following:

e Meet the service organization’s service com-
mitments to user entities and others (such as user
entities’ customers)

e Meet the service organization’s commitments to
vendors and business partners

e Comply with relevant laws and regulations and
guidelines of industry groups, such as business
or trade associations

e Achieve other objectives of the service organiza-
tion that are relevant to the trust services catego-
ries addressed by the description

Requirements are often specified in the service organization’s
system policies and procedures, system design documentation,
contracts with customers, and government regulations.

The following are examples of system requirements:
e Workforce member fingerprinting and back-
ground checks established in government bank-
ing regulations

e System edits that restrict the values accepted for
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Description Criteria

Implementation Guidance

system input, which are defined in application
design documents

e Maximum acceptable intervals between periodic
review of workforce member logical access as
documented in the security policy manual

e Data definition and tagging standards, including
any associated metadata requirements, estab-
lished by industry groups or other bodies, such
as the Simple Object Access Protocol (SOAP)

e Business processing rules and standards estab-
lished by regulators, for example, security re-
quirements under the Health Insurance Portabil-
ity and Accountability Act (HIPAA)

System requirements may result from the service organization’s
commitments relating to one or more of the trust services cate-
gories (for example, a commitment to programmatically en-
force segregation of duties between data entry and data approv-
al creates system requirements regarding user access admin-
istration).

The principal system requirements that need to be disclosed are
those that are relevant to the trust services category or catego-
ries addressed by the description and that are likely to be rele-
vant to the broad range of SOC 2® report users. In identifying
which system requirements to disclose, service organization
management may consider internal policies that are relevant to
the system being described, key decisions made in the design
and operation of the system, and other business requirements
for the system. For example, internal requirements related to
the operating margin for the services associated with the system
are not relevant to the broad range of SOC 2® report users and,
therefore, need not be disclosed.

DC 3: The components of the sys-
tem used to provide the services,
including the following:

a. Infrastructure
b. Software

c. People

d. Procedures
e. Data

Infrastructure. Disclosures about the infrastructure component
include matters such as the collection of physical or virtual re-
sources that supports an overall IT environment, including the
physical environment and related structures, IT, and related
hardware (for example, facilities, servers, storage, environmen-
tal monitoring equipment, data storage devices and media, mo-
bile devices, and internal networks and connected external tele-
communications networks) that the service organization uses to
provide the services.

Software. Disclosures about the software component include
matters such as the application programs, the IT system soft-
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Description Criteria

Implementation Guidance

ware that supports those application programs (operating sys-
tems, middleware, and utilities), the types of databases used,
the nature of external-facing web applications, and the nature of
applications developed in-house, including details about
whether the applications in use are mobile applications or desk-
top and laptop applications.

People. Disclosures about the people component include the
personnel involved in the governance, management, operation,
security, and use of the system (business unit personnel, devel-
opers, operators, user entity personnel, vendor personnel, and
managers).

Procedures. Disclosures about the automated and manual pro-
cedures implemented by the service organization primarily re-
late to those through which services are provided. These in-
clude, as appropriate, procedures through which service activi-
ties are initiated, authorized, performed, and delivered, and re-
ports and other information prepared.

A process consists of a series of linked procedures designed to
accomplish a particular goal (for example, the process for man-
aging third party risks). Procedures are the specific actions un-
dertaken to implement a process (for example, the procedure in
place to assess and manage the requisition and engagement of
vendors). For that reason, service organization management
may find it easier to describe procedures in the context of the
process of which they are a part.

Policies are management or board member statements of what
should be done to effect control. Such statements may be doc-
umented, explicitly stated in communications, or implied
through actions and decisions. Policies serve as the basis for
procedures. The service organization deploys control activities
through policies that establish what is expected and procedures
that put policies into action.

Reports and other information prepared by the service organi-
zation may also be included in the description to enable report
users to better understand the order of activities performed by
the service organization.

System components may also be described using specific tech-
nical terms that will help create a clearer understanding of the
service organization’s system and system boundaries. Tech-
nical terms can also aid report users in understanding the ser-
vice organization’s physical and logical components when con-
sidering a service organization’s impact on the user entities. It
may be helpful for service organizations to enhance their sys-
tem descriptions using open systems interconnect (OSI) seven-
layer model concepts. An organization could describe how and
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Description Criteria

Implementation Guidance

on which layer specific components of the system are operated,
for example, with a statement such as this:

Encrypted connections are made to the service
organization using client virtual private network
(VPN) hardware that connects system users via
secure shell (SSH) to secure file transfer proto-
col (SFTP) servers that operate following
transport layer security (TLS) standards and pro-
tocols.

Data. Disclosures about the data component include types of
data used by the system, transaction streams, files, databases,
tables, and output used or processed by the system.

When the description addresses the confidentiality or privacy
categories, other matters that may be considered for disclosure
about the data component include the following:

e The principal types of data created, collected,
processed, transmitted, used, or stored by the
service organization and the methods used to
collect, retain, disclose, dispose of, or anony-
mize the data

e Personal information that warrants security, data
protection, or breach disclosures based on laws
or commitments (for example, personally identi-
fiable information, protected health information,
and payment card data)

e Third-party entity information (for example, in-
formation subject to confidentiality requirements
in contracts) that warrants security, data protec-
tion, or breach disclosures based on laws or
commitments

When the description addresses controls over confidentiality
and privacy, management would address, at a minimum, all the
system components as they relate to the information life cycle
of the confidential and personal information used in providing
the service within well-defined processes and informal ad hoc
procedures.

Boundaries of the system. Not all activities performed at the
service organization are part of the system being described. De-
termining the functions or processes that are outside the bound-
aries of the system and describing them in the description may
be necessary to prevent report users from misunderstanding the
boundaries of the system. Therefore, if there is a risk that report
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Implementation Guidance

users might be confused about whether a specific function or
process is part of the system being described, the description
needs to clarify which processes or functions are included in
the examination.

For example, the following functions or processes at the service
organization may be outside the boundaries of the system being
described:

e The process used to invoice user entities for the
services provided by the service organization.

e The conversion of new user entities to the ser-
vice organization’s systems. For some service
organizations, such conversions are handled by
an entirely different system than the one being
described.

e The receipt of data from sources outside the sys-
tem being described. An example is a payroll
processing system that receives information in-
puts from an employer in a ready-to-process
state, which limits the responsibility of the ser-
vice organization’s system to processing the in-
puts provided by the employer to produce direct
bank deposits to specified bank accounts.

Third Party Access. Vendors, business partners, and others
(third parties) often store, process, and transmit sensitive data
or otherwise access a service organization’s system. These third
parties may provide components of the system. Service organi-
zation management may need to describe the components of
the system provided by such third parties. Such disclosures may
include, for example, the nature of the third parties’ access and
connectivity to the service organization’s system.

DC 4: For identified system inci-
dents that (a) were the result of
controls that were not suitably de-
signed or operating effectively or
(b) otherwise resulted in a signifi-
cant failure in the achievement of
one or more of those service
commitments and system require-
ments, as of the date of the de-
scription (for a type 1) or during
the period of time covered by the
description (for a type 2), as appli-

Judgment is needed when determining whether to disclose an
incident. However, consideration of the following matters as
they relate to the system being described may help make that
determination:

e Whether the incident resulted from one or more
controls that were not suitably designed or oper-
ating effectively

e Whether the incident resulted in a significant
failure in the achievement of one or more of the
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Implementation Guidance

cable, the following information:

a. Nature of each in-
cident

b. Timing surrounding
the incident

c. Extent (or effect) of
the incident and its
disposition

service organization’s service commitments and
system requirements

e Whether public disclosure of the incident was
required (or is likely to be required) by cyberse-
curity laws or regulations

e Whether the incident had a material effect on the
service organization’s financial position or re-
sults of operations and required disclosure in a
financial statement filing

e Whether the incident resulted in sanctions by
any legal or regulatory agency

e \Whether the incident resulted in the service or-
ganization’s withdrawal from material markets
or cancellation of material contracts

Disclosures about identified security incidents are not intended
to be made at a detailed level, which might increase the likeli-
hood that a hostile party could exploit a security vulnerability,
thereby compromising the service organization’s ability to
achieve its service commitments and system requirements. Ra-
ther, the disclosures are intended to enable report users to un-
derstand the nature of the risks faced by the service organiza-
tion and the impact of the realization of those risks.

Assume that the service organization identified a security
breach that resulted in the service organization’s failure to
achieve one or more of its service commitments and system
requirements. The breach, which occurred six months prior to
the start of the period covered by the description, had not been
fully remediated during the period covered by the description.
In this example, management would likely need to disclose the
incident in the description to enable report users to understand
the nature of the risks faced by the service organization and the
impact of the realization of those risks.

In addition, service organization management should consider
whether to disclose known incidents at a subservice organiza-
tion, regardless of whether management has elected to use the
inclusive or carve-out method.

DC 5: The applicable trust ser-
vices criteria and the related con-
trols designed to provide reasona-
ble assurance that the service or-
ganization’s service commitments
and system requirements were

TSP section 100, 2017 Trust Services Criteria for Security,
Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria), presents the criteria for each
of the trust services categories. A description is presented in
accordance with this criterion when it includes information
about each of the criteria related to the trust services category
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achieved

or categories covered by the description (applicable trust ser-
vices criteria), including controls related to the control envi-
ronment, risk assessment process, information and communica-
tion, monitoring activities, and control activities. For example,
if the description addresses availability, management would
provide information about the controls it has implemented to
address the common criteria in the trust services criteria and the
additional trust services criteria for availability.

DC 6: If service organization
management assumed, in the de-
sign of the service organization’s
system, that certain controls would
be implemented by user entities,
and those controls are necessary,
in combination with controls at the
service organization, to provide
reasonable assurance that the ser-
vice organization’s service com-
mitments and system requirements
would be achieved, those comple-
mentary user entity controls
(CUECs)

Complementary User Entity Controls. CUECs are those con-
trols that service organization management assumed, in the de-
sign of the system, would be implemented by user entities and
are necessary, in combination with controls at the service or-
ganization, to provide reasonable assurance that the service or-
ganization’s service commitments and system requirements
would be achieved.

Usually, a service organization can achieve its service com-
mitments and system requirements without depending on the
implementation of CUECs at user entities because the service
organization restricts its service commitments and system re-
quirements to those matters that are its responsibility and that it
can reasonably perform. Consider trust services criterion (CC)
6.2:

Prior to issuing system credentials and granting
system access, the entity registers and authorizes
new internal and external users whose access is
administered by the entity. For those users
whose access is administered by the entity, user
system credentials are removed when user ac-
cess is no longer authorized.

CC 6.2 limits the service organization’s responsibilities because
the criterion requires only that the system register a user (iden-
tified by the user entity as an authorized user) and issue system
credentials to that user after the user entity supplies the service
organization with a list of authorized users. The user entity is
responsible for identifying the users and supplying the service
organization with a list of authorized users. If the user entity
provides a list that inadvertently includes employees who are
not authorized, the service organization has still met the criteri-
on. Accordingly, identifying the authorized users and com-
municating that information to the service organization are not
considered CUECs.

The description is presented in accordance with this criterion if
the CUECs are complete, accurately described, and relevant to
the service organization’s achievement of its service commit-
ments and system requirements.
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User Entity Responsibilities. In addition to CUECS, user enti-
ties may have other responsibilities when using the system.
Those responsibilities are necessary for the user entity to derive
the intended benefits of using the services of the service organ-
ization. For example, the user of an express delivery service is
responsible for providing complete and accurate recipient in-
formation and for using appropriate packaging materials. Such
responsibilities are referred to as user entity responsibilities.

Trust services criterion CC 2.3 states [t]he entity communicates
with external parties regarding matters affecting the function-
ing of internal control. This would include communication of
user responsibilities. However, because user entity responsibili-
ties can be voluminous, they are often communicated through
other methods (for example, by describing them in user manu-
als). Consequently, disclosure of user entity responsibilities in
the description is usually not practical. Instead, management
ordinarily identifies in the description the types of communica-
tions it makes to external users about user entity responsibili-
ties. The form and content of such communication is the re-
sponsibility of service organization management.

When service organization management communicates user
entity responsibilities only to specific parties (such as in con-
tracts with user entities), management considers whether other
intended users of the SOC 2® report are likely to misunderstand
it; in that case, management should limit the use of the report to
those specific parties. If service organization management does
not want to limit the use of the report, management would in-
clude the significant user entity responsibilities in the descrip-
tion of the service organization’s system to prevent users from
misunderstanding the system and the service auditor’s report.

In that case, the report would be appropriate for the broad range
of SOC 2® users.

When service organization management includes significant
user entity responsibilities in the description, management
evaluates those disclosures as part of its evaluation about
whether the description is presented in accordance with the de-
scription criteria.

DC 7: If the service organization
uses a subservice organization and
the controls at the subservice or-
ganization are necessary, in com-
bination with controls at the ser-
vice organization, to provide rea-
sonable assurance that the service
organization’s service commit-
ments and system requirements are

Inclusive method. When service organization management
elects the inclusive method, the relevant aspects of the sub-
service organization’s infrastructure, software, people, proce-
dures and data are considered part of the service organization’s
system and are included in the description of the service organ-
ization’s system. Although the relevant aspects are considered a
part of the service organization’s system, the portions of the
system that are attributable to the subservice organization
would be separately identified in the description. Such disclo-
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achieved, the following:

a. When service or-
ganization man-
agement elects to
use the inclusive
method:

The nature
of the ser-
vice provid-
ed by the
subservice
organization

. The controls

at the sub-
service or-
ganization
that are nec-
essary, in
combination
with con-
trols at the
service or-
ganization
to provide
reasonable
assurance
that the ser-
vice organi-
zation’s ser-
vice com-
mitments
and system
require-
ments are
achieved

Relevant
aspects of
the sub-
service or-
ganization’s
infrastruc-
ture, soft-
ware, peo-
ple, proce-
dures, and
data

sures include the aspects of the internal control components
relevant to identification and assessment of risks that would
prevent the service organization from achieving its service
commitments and system requirements and the design, imple-
mentation, and operation of controls to address them.

The description would separately identify controls at the ser-
vice organization and controls at the subservice organization.
However, there is no prescribed format for differentiating be-
tween the two.

Carve-out method. When service organization management
elects the carve-out method, consideration may be given to dis-
closure of the identity of the subservice organization when such
information may be useful to user entities or business partners
who want to obtain information about and perform procedures
related to the services provided by the subservice organization.

Complementary subservice organization controls (CSOCs) are
controls that service organization management assumed, in the
design of the system, would be implemented by subservice or-
ganizations and are necessary, in combination with controls at
the service organization to provide reasonable assurance that
the service organization’s service commitments and system re-
quirements were achieved. When using the carve-out method,
the description would identify the types of CSOCs that the sub
service organization is assumed to have implemented.

It is important that the description also includes the subservice
organization’s responsibilities for implementing those CSOCs
and indicates that the related service commitments and system
requirements can be achieved only if the CSOCs are suitably
designed and operating effectively during the period addressed
by the description.

To be meaningful to report users, management includes only
CSOC:s that are specific to the services provided by the system
being described. CSOCs may be presented as broad categories
of controls or types of controls rather than as individual con-
trols.

Service organization management may wish to include in the
description a table that identifies those instances in which ser-
vice commitments and system requirements are achieved solely
by the service organization’s controls and those in which a
combination of controls at the service organization and CSOCs
are needed to provide reasonable assurance that the service or-
ganization’s service commitments and system requirements
were achieved.

Examples of CSOCs include the following:
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iv. The portions

of the sys-
tem that are
attributable
to the sub-
service or-
ganization

b. When service or-
ganization man-
agement decides to
use the carve-out
method:

The nature
of the ser-
vice provid-
ed by the
subservice
organization

Each of the
applicable
trust ser-
vices crite-
ria that are
intended to
be met by
controls at
the sub-
service or-
ganization

The types of
controls that
service or-
ganization
manage-
ment as-
sumed, in
the design
of the ser-
vice organi-
zation’s sys-
tem, would
be imple-
mented by
the sub-
service or-
ganization

e Controls relevant to the completeness and accu-
racy of transaction processing on behalf of the
service organization

e Controls relevant to the completeness and accu-
racy of specified reports provided to and used by
the service organization

e General IT controls relevant to the processing
performed for the service organization

e Data centers are protected against a disruption in
power supply to the processing environment by
an uninterruptible power supply (UPS).

The description is presented in accordance with this criterion if
the CSOCs are complete, accurately described, and relevant to

the service organization’s achievement of the service commit-

ments and system requirements related to the system being de-
scribed.

Other matters. A service organization that uses multiple sub-
service organizations may prepare its description using the
carve-out method for one or more subservice organizations and
the inclusive method for others.

Regardless of the method service organization management
selects, the description needs to disclose controls designed to
provide reasonable assurance that the service organization’s
service commitments and system requirements are achieved,
which include controls that the service organization uses to
monitor the services provided by the subservice organization.
Such monitoring controls may include, but are not limited to, a
combination of the following:

e Testing of controls at the subservice organiza-
tion by members of the service organization’s
internal audit function

e Reviewing and reconciling output reports

e Holding periodic discussions with the subservice
organization personnel and evaluating sub-
service organization performance against estab-
lished service level objectives and agreements

e Making site visits to the subservice organization

e Inspecting type 2 SOC 2® reports on the sub-
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that are nec-
essary, in
combination
with con-
trols at the
service or-
ganization,
to provide
reasonable
assurance
that the ser-
vice organi-
zation’s ser-
vice com-
mitments
and system
require-
ments are
achieved
(commonly
referred to
as comple-
mentary
subservice
organization
controls or
CSOCs)

service organization’s system

e Monitoring external communications, such as
complaints from user entities relevant to the ser-
vices performed by the subservice organization

DC 8: Any specific criterion of the
applicable trust services criteria
that is not relevant to the system
and the reasons it is not relevant

If one or more applicable trust services criteria are not relevant
to the system being described, service organization manage-
ment includes in the description an explanation of why such
criteria are not relevant. For example, an applicable trust ser-
vices criterion may not be relevant if it does not apply to the
services provided by the service organization.

Assume user entities—not the service organization—collect
personal information from the user entities’ customers. When
the description addresses controls over privacy, service organi-
zation management would not disclose in its description the
user entities’ controls over collection; however, the reason for
that omission would be disclosed. In contrast, the existence of a
policy prohibiting certain activities is not sufficient to render a
criterion not applicable. For example, when the description ad-
dresses controls over privacy, it would be inappropriate for ser-
vice organization management to omit from the description dis-
closures of personal information to third parties based only on
the fact that the service organization’s policies forbid such dis-
closures. Instead, the description would describe the policies
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and related controls for preventing or detecting such disclo-
sures.

DC 9: In a description that covers
a period of time (type 2 examina-
tion), the relevant details of signif-
icant changes to the service organ-
ization’s system and controls dur-
ing that period that are relevant to
the service organization’s service
commitments and system require-
ments

Significant changes to be disclosed consist of those that are
likely to be relevant to the broad range of report users. Disclo-
sure of such changes is expected to include an appropriate level
of detail, such as the date the changes occurred and how the
system differed before and after the changes.

Examples of significant changes to a system include the follow-
ing:

e Changes to the services provided
¢ Significant changes to IT and security personnel

¢ Significant changes to system processes, IT ar-
chitecture and applications, and the processes
and system used by subservice organizations

e Changes to legal and regulatory requirements
that could affect system requirements

e Changes to organizational structure resulting in
a change to internal control over the system (for
example, a change to the legal entity)

Transition Guidance

.20

21

22

The description criteria presented in this document (2018 description criteria) have been designed to be
used in conjunction with the use of the 2017 trust services criteria set forth in TSP section 100, 2017
Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy in a
SOC 2% report. The 2018 description criteria will be codified as DC section 200 in AICPA, Description
Criteria. The description criteria included in paragraphs 1.26—.27 of the AICPA Guide Reporting on
Controls at a Service Organization Relevant to Security, Availability, Processing Integrity, Confidential-
ity, or Privacy (SOC 2®) (2015 description criteria) will be codified as DC section 200A.

When preparing a description of the service organization’s system as of December 15, 2018, or prior to
that date (type 1 examination) or a description for periods ending as of December 15, 2018, or prior to
that date (type 2 examination), either the 2018 description criteria or the 2015 description criteria may
be used. (To ensure that the 2015 description criteria are available to report users, such criteria will re-
main in DC section 200A through December 31, 2019.) During this transition period, management
should identify in the description whether the 2018 description criteria or the 2015 description criteria
were used.

When preparing a description of the service organization’s system as of or after December 16, 2018,
(type 1 examination) or a description of the system for periods ending as of or after that date (type 2 ex-
amination), the 2018 description criteria should be used.
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For purposes of this document, the following terms have the meanings attributed as follows:

applicable trust services criteria. The criteria codified in TSP section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy, and TSP
section 100A, Trust Services Principles and Criteria for Security, Availability, Processing Integ-
rity, Confidentiality, and Privacy (AICPA, Trust Services Criteria), used to evaluate controls rel-
evant to the trust services category or categories included within the scope of a particular exami-
nation.

board or board of directors. Individuals with responsibility for overseeing the strategic direction of
the service organization and the obligations related to the accountability of the service organiza-
tion. Depending on the nature of the service organization, such responsibilities may be held by a
board of directors or supervisory board for a corporation, a board of trustees for a not-for-profit
service organization, a board of governors or commissioners for a government service organiza-
tion, general partners for a partnership, or an owner for a small business.

boundaries of the system (or system boundaries). The boundaries of a system are the specific as-
pects of a service organization’s infrastructure, software, people, procedures, and data necessary
to provide its services. When systems for multiple services share aspects, infrastructure, soft-
ware, people, procedures, and data, the systems will overlap, but the boundaries of each system
will differ. In a SOC 2® engagement that addresses the confidentiality and privacy criteria, the
system boundaries cover, at a minimum, all the system components as they relate to the life cycle
of the confidential and personal information within well-defined processes and informal ad hoc
procedures.

business partner. An individual or business (and its employees), other than a vendor, who has some
degree of involvement with the service organization’s business dealings or agrees to cooperate,
to any degree, with the service organization (for example, a computer manufacturer who works
with another company who supplies it with parts).

carve-out method. Method of addressing the services provided by a subservice organization in
which the components of the subservice organization’s system used to provide the services to the
service organization are excluded from the description of the service organization’s system and
from the scope of the examination. However, the description identifies (1) the nature of the ser-
vices performed by the subservice organization; (2) the types of controls expected to be per-
formed at the subservice organization that are necessary, in combination with controls at the ser-
vice organization, to provide reasonable assurance that the service organization’s service com-
mitments and system requirements were achieved; and (3) the controls at the service organiza-
tion used to monitor the effectiveness of the subservice organization’s controls.

complementary subservice organization controls. Controls that service organization management
assumed, in the design of the service organization’s system, would be implemented by the sub-
service organization that are necessary, in combination with controls at the service organization,
to provide reasonable assurance that the service organization’s service commitments and system
requirements are achieved.
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complementary user entity controls. Controls that service organization management assumed, in
the design of the service organization’s system, would be implemented by user entities and are
necessary, in combination with controls at the service organization, to provide reasonable assur-
ance that the service organization’s service commitments and system requirements would be
achieved.

controls at a service organization. The policies and procedures at a service organization that are
part of the service organization’s system of internal control. Controls exist within each of the five
COSO internal control components: control environment, risk assessment, control activities, in-
formation and communication, and monitoring. The objective of a service organization’s system
of internal control is to provide reasonable assurance that its service commitments and system
requirements are achieved.

controls at a subservice organization. The policies and procedures at a subservice organization that
are relevant to the service organization’s achievement of its service commitments and system re-
quirements.

criteria. The benchmarks used to measure or evaluate the subject matter.

external users. Users, other than entity personnel, who are authorized by entity management, cus-
tomers, or other authorized persons to interact with the entity’s information system.

inclusive method. Method of addressing the services provided by a subservice organization in
which the description of the service organization’s system includes a description of the (a) the
nature of the services provided by the subservice organization and (b) the components of the
subservice organization’s system used to provide services to the service organization, including
the subservice organization’s controls that are necessary, in combination with controls at the ser-
vice organization, to provide reasonable assurance that the service organization’s service com-
mitments and system requirements were achieved. (When using the inclusive method, controls at
the subservice organization are subject to the service auditor’s examination procedures. Because
the subservice organization’s system components are included in the description, those compo-
nents are included in the scope of the examination.)

information life cycle. The collection, use, retention, disclosure, disposal, or anonymization of con-
fidential or personal information within well-defined processes and informal ad hoc procedures.

intended users. Individuals or entities that the service organization intends will be report users.

internal control. A process, effected by a service organization’s board of directors, management,
and other personnel, designed to provide reasonable assurance regarding the achievement of ob-
jectives relating to operations, reporting, and compliance.

operating effectiveness (or controls that are operating effectively). Controls that operated effec-
tively provide reasonable assurance of achieving the service organization’s service commitments
and system requirements based on the applicable trust services criteria.

personal information. Information that is about, or can be related to, an identifiable individual.
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policies. Management or board member statements of what should be done to effect control. Such
statements may be documented, explicitly stated in communications, or implied through actions
and decisions. Policies serve as the basis for procedures.

privacy notice. A written communication by entities that collect personal information to the indi-
viduals about whom personal information is collected that explains the entity’s (a) policies re-
garding the nature of the information that they will collect and how that information will be used,
retained, disclosed, and disposed of or anonymized and (b) commitment to adhere to those poli-
cies. A privacy notice also includes information about such matters as the purpose of collecting
the information, the choices that individuals have related to their personal information, the secu-
rity of such information, and how individuals can contact the entity with inquiries, complaints,
and disputes related to their personal information. When a user entity collects personal infor-
mation from individuals, it typically provides a privacy notice to those individuals.

report users (specified users or specified parties) of a SOC 2® report. In this document, the term
refers to users of a SOC 2® report. The service auditor’s report included in a SOC 2® report ordi-
narily includes an alert restricting the use of the report to specified parties who possess sufficient
knowledge and understanding of the service organization and the system to understand the re-
port. The expected knowledge is likely to include an understanding of the following matters:

e The nature of the service provided by the service organization

e How the service organization’s system interacts with user entities, business partners, sub-
service organizations, and other parties

e Internal control and its limitations

e Complementary user entity controls and complementary subservice organization controls
and how those controls interact with the controls at the service organization to achieve
the service organization’s service commitments and system requirements

e User entity responsibilities and how they may affect the user entity’s ability to effectively
use the service organization’s services

e The applicable trust services criteria

e The risks that may threaten the achievement of the service organization’s service com-
mitments and system requirements and how controls address those risks

Users likely to possess such knowledge include user entities and their personnel, business part-
ners and their personnel, practitioners providing services to such user entities and business part-
ners, prospective user entities and business partners, and regulators who understand how the ser-
vice organization’s system may be used to provide the services.

service auditor. As used in this document, a CPA who performs a SOC 2® examination of controls
within a service organization’s system relevant to security, availability, processing integrity, con-
fidentiality, or privacy.

service commitments. Declarations made by service organization management to user entities and
others (such as user entities’ customers) about the system used to provide the service. Service
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commitments can be communicated in written individualized agreements, standardized contracts,
service-level agreements, or published statements (for example, in a security practices state-
ment).

service organization. An organization, or segment of an organization, that provides services to user
entities.

SOC 2® examination. An examination engagement to report on whether (a) the description of the
service organization’s system is in accordance with the description criteria, (b) the controls were
suitably designed to provide reasonable assurance that the service organization’s service com-
mitments and system requirements were achieved based on the applicable trust services criteria,
and (c) in a type 2 report, the controls operated effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements were achieved based
on the applicable trust services criteria. The SOC 2® examination is performed in accordance
with the attestation standards and the AICPA Guide SOC 2® Reporting on an Examination of
Controls at a Service Organization: Relevant to Security, Availability, Processing Integrity, Con-
fidentiality, or Privacy.

subsequent events. Events or transactions that occur after the specified period covered by the en-
gagement, but prior to the date of the service auditor’s report, which could have a significant ef-
fect on the evaluation of the presentation of the description of the service organization’s system
or the evaluation of the suitability of design and operating effectiveness of controls.

subservice organization. A vendor used by a service organization that performs controls that are
necessary, in combination with controls at the service organization, to provide reasonable assur-
ance that the service organization’s service commitments and system requirements were
achieved.

suitability of design (or suitably designed controls). Controls are suitably designed if they have
the potential to provide reasonable assurance that the service organization’s service commit-
ments and system requirements would be achieved. Suitably designed controls are operated as
designed by persons who have the necessary authority and competence to perform the control.

system. Refers to the infrastructure, software, procedures, and data that are designed, implemented,
and operated by people to achieve one or more of the organization’s specific business objectives
(for example, delivery of services or production of goods) in accordance with management-
specified requirements.

system components. Refers to the individual elements of a system, which may be classified into the
following five categories: infrastructure, software, people, procedures, and data.

system event. An occurrence that could lead to the loss of, or disruption to, operations, services, or
functions and result in a service organization’s failure to achieve its service commitments or sys-
tem requirements. Such an occurrence may arise from actual or attempted unauthorized access or
use by internal or external parties and (a) impair (or potentially impair) the availability, integrity,
or confidentiality of information or systems, (b) result in unauthorized disclosure or theft of in-
formation or other assets or the destruction or corruption of data, or (c) cause damage to systems.
Such occurrences also may arise from the failure of the system to process data as designed or
from the loss, corruption, or destruction of data used by the system.
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system incident. A system event that requires action on the part of service organization management
to prevent or reduce the impact of the event on the service organization’s achievement of its ser-
vice commitments and system requirements.

system requirements. Specifications about how the system should function to (a) meet the service
organization’s service commitments to user entities and others (such as user entities’ customers);
(b) meet the service organization’s commitments to vendors and business partners; (c) to comply
with relevant laws and regulations and guidelines of industry groups, such as business or trade
associations; and (d) achieve other objectives of the service organization that are relevant to the
trust services categories addressed by the description. Requirements are often specified in the
service organization’s system policies and procedures, system design documentation, contracts
with customers, and government regulations.

user entity. An entity that uses the services provided by a service organization.

vendor. An individual or business (and its employees) engaged to provide services to the service or-
ganization. Depending on the services a vendor provides (for example, if it operates certain con-
trols on behalf of the service organization that are necessary, in combination with the service or-
ganization’s controls, to provide reasonable assurance that the service organization’s service
commitments and system requirements were achieved), a vendor might also be a subservice or-
ganization.
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