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Why Now?

2014

2017

2016

2015

2018

Increasing Attacks – Sector / 

Impact / Volume

Increasing Data Regulations & 

Penalties

€20 million or 

4% of global turnover

$16 000 per record

$1.5 million (civil)

10 years imprisonment (criminal)

2009 2010 2011

London Boston Abu Dhabi

2011

Kuwait

2012-13

2002-05



Poland
UK

UK

Slovakia

The Netherlands

Ireland

Switzerland

Germany

Germany
Greece

Portugal

France

Denmark

Sweden

Luxembourg

Portugal The Netherlands

Romania & Bulgaria



1999: How do we underwrite cyber?

General Pool

Cyber / BI

Client α

2004: How do we quantify I.T. risks for AMA? 2009: Which model qualifies us for AMA SCR?

2002-18: How do we insure against non-compliance?

E.U. NIS

2019: What can we insure against?

• Extra-territoriality
• OTT, IOT, M2M 
• Metadata
• eMarketing



PRIMARY ISSUES FOR CYBER CARRIERS

Capacity

Pricing

Aggregation

Claims management

Silent cyber

Speed to market of 
evolving technologies

What Data is Required?

Use High-Level Data & Modelling?

What Degree of Granularity is Required?

Is Peering a Reality?

Model Appropriateness?

Model From Effect Data or Causal Data?

Measurement

(Claims/Losses)
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CYBER INSURANCE EXPOSURE DATA SCHEMA VX.0

1. Accumulation Focus

This initial development of the data schema will focus on the data required for managing exposure accumulations,
rather than other areas of decision support, such as underwriting individual accounts, risk selection and pricing decisions.

• data requested by insurers for risk selection and pricing purposes varies widely and is regarded as 
competitive-advantage expertise. 

4. Adopting a Categorization of Cyber-Induced Losses

• we may need to extend and improve granularity of the scheme, particularly for cyber liability-related loss coverages. 

6.1.5 Cyber Security Assessment

• The cyber security score should be defined in a supporting document for the counterparty in terms of the 
percentile of the total number of enterprises in that jurisdiction that are expected to qualify for that score, 
ranked by quality of cyber security. For example, “A security score of XX means that this enterprise is in the top 
10% of enterprises in the United States, ranked by quality of cyber security.”



Two Approaches to Quantification & Valuation of Cyber Risks

Bottom-up Top-down

Current: Data Accumulation + Algorithmic Modelling + Comparison Against Actual

Granularity

Data Availability



Why Top-Down Does Not Work

An example using single item in a single network, used by a single entity

Aggregation Risk



Example of Basic Modelling Cyber Top-Down Issues:  Entity Uses Cloud? Y/N?

Which Provider?

Data Centre Location? – Regs/Latency

Contract Terms? – SLA

Contract Terms? – Legal /Governing Law

Cloud Topology?

Data Routing by User?

API’s? – Library V Proprietary

Type of Hypervisor?

Application Run?

OS Run?

Data Encrypted – Method/Provider?

Hardware Provider if Metal?

Data Centre Security?

Data Centre Power Supplier?

Data Centre Backup Provider?

Shared Hardware?

Shared Software?

Hybrid Topology? – Pub/Priv



Cloud Topology Issues



Cloud Usage Issues

(software)

(platform)

(infrastructure)



Cloud Liability Issues

Application

Presentation

Session

Transport

Network

Data Link

Physical

*OSI
Model

Who’s Liability?

*Open Standards Infrastructure



First Layer Penetration

Second Layer Penetration

Third Layer Penetration

CV

CV

Asset Asset Asset Asset

Asset

Asset

Compromised
Webserver

Asset Asset

AssetAsset
Asset Containing

Critical/Valuable Data

Asset

Insured Entity US

Supplier in China

Shipper in Taiwan



Why Top-Down Does Not Work

• How many processes in a mid-to-large organization?

• What is THE most troubling issue for an I.T. security department?

• Standard or proprietary technology? – So what?

• What determines risk appetite / risk management quality / security / investment?

• How to model any of the variables above, let alone their interrelationships?

Other Basic Examples Include:

Aggregation Risk



2001

Cyber risk valuation for P&C non-cyber 
market; integrating into Guidewire

Behavioural analytics, valuation 
for security

Data analytics: underwriting support

Cyber security & insurance bundling

Cyber security & insurance bundling

SME Cyber security & insurance 
bundling

Cyber risk valuation for CISO’s

Cyber risk valuation (dormant)

Public Data Aggregation +

Underwriting Platform

Bottom-Up

Valuation Methodology

Security &

Insurance Bundling

Data collection and analysis

2013

2001



Baysian Belief Network

Baysian Belief Network

US9537884 

Data Listening/
Diversity Analysis/

Mitigation

None: Application Pending
(probable 101 rejection)

Factor Analysis of
Information Risk

2004 10/912,863 (Abandoned)

2016

2018

Behavioural Analytics/
Data Storage

2011

US9699209B2
US10050989B2
US14585051

2014
2014
2014

US 9390082
US9330091
US 9183269

US9171055
US9081830
US8965836 

Predictive Scoring/
Indices

-- None

$8 MLN

$5 MLN

$40 MLN

$6.2 MLN

$6.6 MLN

$31 MLN

$8.15 BLN

$116 MLN

Funding Model Patent ProtectionFiled



No. Title Application Patent Issue Date

1 System and method for covert management of passive network devices 10/050,779 US 6,944,656 13th September 2005

2 System and method for covert management of passive network devices EP1586185 EP1586185 25th April 2007

3 Management of passive devices using covert connections EP1826986 EP1826986 20th January 2010

4 Assessing Threat to at least one computer network (non-stochastic modelling) 12/811,208 US 9,143,523 22nd September 2015

5 Assessing threat to at least one computer network (non-stochastic modelling) 14/827,712 US 9,288,224 15th March 2016

6 Apparatus and method for assessing financial loss from threats capable of affecting at 

least one computer network (non-stochastic modelling)

15/017,645 US 9, 418,226 16th August 2016

7 Apparatus and method for calculating economic loss from electronic threats capable of 

affecting computer networks (non-stochastic modelling)

15/231,131 Pending 2018 Continuation Filing Date: 

08/08/2016

8 Assessing threat to at least one computer network (stochastic modelling) 13/322,298 US 9,363,279 7th June 2016

9 Apparatus and method for assessing financial loss from cyber threats capable of 

affecting at least one computer network (stochastic modelling)

15/012,182 US 9, 762,605 12th September 2017

10 Assessment of Cyber Threats 15/696,202 Grant September

2018

Continuation Filing Date: 6th 

September 2017

11 System and method for assessing and valuing cyber risks for pricing and underwriting 62727066 Filed 5th September 2018 Provisional Gold Standard/Semantic 

Fingerprinting/CTM

12 Valuing cyber risks for insurance pricing and underwriting using network monitored 

sensors and methods of use

16/298820 Filed September 13, 2018 Continuation Filing Date: 2018 



Cyber risk valuation for P&C non-cyber 
market; integrating into Guidewire

Behavioural analytics, valuation 
for security

Data analytics: underwriting support

Cyber security & insurance bundling
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2013……but revenues?
Cyber = +/-1% of P&C



n-ORM
Network Operational Risk Manager





























































































IPTAP
Internet Protocol Threat Assessment Program 

C o v e r t  N e t w o r k  Ta p







PAE (Stochastic Modelling)
P r e d i c t i v e  A n a l y t i c s  E n g i n e













IN SUMMARY



Use Case 1: Cyber Underwriting

Assess Prospective & Actual Cyber Client Risk

View cyber threats experienced by

the insured over time

Analyse insured’s risk  across  business 

processes



Use Case 2: Pricing

Price risks by coverage and terms

Develop pricing strategies by coverage based on stochastic simulations for a  single  or  an 

aggregation of entities



Use Case 3: Accumulation & 

Exposure Management

Risk and attack forecasting;  Track risk exposure over time; 

Aggregate cyber risk portfolios



Use Case 4: Client Advisory & 

Regulatory Compliance

Estimate aggregate losses; Determine entity risk appetite; Allocate capital to mitigation actions; 

Regulatory reporting



The Technology

Threat data acquisition

Client process/tech mapping

External threat data

Data analytics

Financial risk exposure

Network acquisition technology collects client-specific cyber threat data

Client inputs for system – business process – category interdependency mapping

Third party data extrapolated for future threats per client-specific process/topology

Stochastic & non-stochastic modelling of data

Output of financial & statistical risk values & mitigation option effectiveness

Local installation Zero cloud security issues; removes liability risks; confidence for clients



In-House Compliance Use



Product / Service Development

Core Product R&D

Added-Value Services



Underwriting & Risk Management 

Co-develop software products
for mutual benefit; 

Hiscox cyber development

Quantar gains a visible 
development partner



Sample Competitor InsureTech Accelerators/Incubators



Current Product Status

IP TAP:

nORM:

PAE:

1. FreeBSD / Linux Server Updating (minor)

1. change to Wildlist URL/calculation (work-around is simple for current use)

2. Recompile code into current version of java for security

1. Recompile code into current version of java for security



Future Development

IP TAP

nORM

PAE

Integration into single UI for ease of use and cohesive application



InternetCorporate
Network 

Firew
all

Cyber Threat Analysis / 
Calculation System

Cyber Risk Assessment /
Management  System

Business Impact
System

Analysis/Reporting
System

Cascading Threat
Cloud Module

Regulatory Penalties 
Module

Intangible Assets
Module

Semantic Fingerprinting/ 
Machine Learning /A.I. 
Module

Sectoral Loss
Calculation Module

Processes / Systems / 
Software Module

Expected Loss
Module

Loss Aggregation
Module

Entity Loss
Calculation Module

Data Output Schema 
Module

9

10

11

12

13

14

18

17

16

15

7 8

4

6
3

2

5

1 Cloud Application/
Database

20

Third Party 
Client Application

21FIG 1.

CONFIDENTIAL





What’s on Offer?

To To

A valuable, needed free tool for the entire Hiscox Group
GDPR compliance program

An existing free product to test for underwriting support
and access to patented technologies; a de-risked approach

A co-development of future products for underwriting,
product development bespoke to the needs of Hiscox for
enhanced competitive advantage

A product developed to suit a value-added service
offered to clients as part of their cyber package free
of charge to them

A way of accumulating critical data for the entire group
without compromising client’s proprietary data

A credible development partner and potential
future client to attract investors; Augmentum Cap?

A multi-division, multi-location entity that can 
add value in product development; partnering
potential as per Control Risks, etc

A door-opener to technology suppliers and other
companies who can development suitable hardware

A means of accessing key players in related markets
e.g. Lloyds, etc who could use the products

A way to source funding and skills to build the next
generation products and to enforce patents
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