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1999: How do we underwrite cyber?
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Capacity

Pricing

Aggregation

Claims management
Silent cyber

Speed to market of
evolving technologies

PRIMARY ISSUES FOR CYBER CARRIERS

Measurement

What Data is Required?

Use High-Level Data & Modelling?

What Degree of Granularity is Required?
Is Peering a Reality?

Model Appropriateness?

Model From Effect Data or Causal Data?

(Claims/Losses)
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PRIMARY ISSUES FOR CYBER CARRIERS

Capacity What Data is Required?
Pricing Use High-Level Data & Modelling?
Aggregqgation What Degree of Granularity is Required?

Claims management Is Peering a Reality?

Silent cyber Model Appropriateness?

Speed to market of
evolving technologies

Model From Effect Data or Causal Data?




5 CAMBRIDCE | R stodies CYBER INSURANCE EXPOSURE DATA SCHEMA VX.0

Judge Business School

1. Accumulation Focus

This initial development of the data schema will focus on the data required for managing exposure accumulations,
rather than other areas of decision support, such as underwriting individual accounts, risk selection and pricing decisions.

* data requested by insurers for risk selection and pricing purposes varies widely and is regarded as
competitive-advantage expertise.

4. Adopting a Categorization of Cyber-Induced Losses

 we may need to extend and improve granularity of the scheme, particularly for cyber liability-related loss coverages.

6.1.5 Cyber Security Assessment

* The cyber security score should be defined in a supporting document for the counterparty in terms of the
percentile of the total number of enterprises in that jurisdiction that are expected to qualify for that score,
ranked by quality of cyber security. For example, “A security score of XX means that this enterprise is in the top
10% of enterprises in the United States, ranked by quality of cyber security.”




Two Approaches to Quantification & Valuation of Cyber Risks

Ll T
e Expertise - basad [+]
. P
hi
mn o
I of | A
q Leaming - onrentad w R
L n 2]
a r
= 1A
.¢ a
..:’E“:n o
M o h
8 1 =
¢ Algorithmic t 5
(s}
h m
o
d hMathermatical Statistical T
3 p
Toals

Bottom-up Top-down
-3 .I-.-. '|_I__-_ y l"_l-._ e .—l- -
/.| Data Availability
A . d 2 W

Granularity

3’ .

Current: Data Accumulation + Algorithmic Modelling + Comparison Against Actual




Aggregation Risk
why TOP-DOWnN boes Not work

An example using single item in a single network, used by a single entity



Example of Basic Modelling Cyber Top-Down Issues: Entity Uses Cloud? Y/N?
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Which Provider? API’s? — Library V Proprietary Data Centre Security?

Data Centre Location? — Regs/Latency Type of Hypervisor? Data Centre Power Supplier?
Contract Terms? — SLA Application Run? Data Centre Backup Provider?
Contract Terms? — Legal /Governing Law OS Run? Shared Hardware?

Cloud Topology? Data Encrypted — Method/Provider? Shared Software?

Data Routing by User? Hardware Provider if Metal? Hybrid Topology? — Pub/Priv
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Cloud Usage Issues
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Cloud Liability Issues
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Asset Containing

Insured Entity US

Asset Critical/Valuable Data Asset
Third Layer Penetration Asset
Asset Asset Asset
Shipper in Taiwan
Second Layer Penetration Asset Compromised
Webserver
Asset Asset Asset Asset

First Layer Penetration

Supplier in China




Aggregation Risk
why TOP-DOWnN boes Not work

How many processes in a mid-to-large organization?

What is THE most troubling issue for an |.T. security department?

Standard or proprietary technology? — So what?

What determines risk appetite / risk management quality / security / investment?

How to model any of the variables above, let alone their interrelationships?



Bottom-Up

Valuation Methodology

@ RiskLens 2011

Cyber risk valuation for CISO’s

Public Data Aggregation +
Underwriting Platform

[~ GUIDEWIRE CYENCE 201

Cyber risk valuation for P&C non-cyber
market; integrating into Guidewire

o
PIVOTLOINT 200

Cyber risk valuation (dormant)

COIdX=

Data collection and analysis

>Bay DYNAMICS 204 s

Behavioural analytics, valuation
for security

{CARPEDAT 2016

Data analytics: underwriting support

Security &
Insurance Bundling

< oy

Coalition”

Cyber security & insurance bundling

FALADIN .

Cyber

Cyber security & insurance bundling

a_t bay 2016

SME Cyber security & insurance
bundling




Funding

ssu (&5 cyberpoint

PIVOTPOI NT

$6.6 MLN {CARPE DATA

s COI'dX

RiskLens
$116 MLN f||'|l

$6.2 MLN

Cybersecurity

$31 MLN > Bay Dynamic5®

$8.15 BLN E GUIDEWIRE
saoMIN CY

Model

Baysian Belief Network

Predictive Scoring/
Indices

Baysian Belief Network

Factor Analysis of
Information Risk

Behavioural Analytics/
Data Storage

Data Listening/
Diversity Analysis/
Mitigation

Filed

2016

2018

2004

2011

2014
2014
2014

Patent Protection

US9537884

None

None: Application Pending
(probable 101 rejection)

10/912,863 (Abandoned)

US 9390082 US9171055
US9330091 US9081830
US 9183269 US8965836
US9699209B2
US10050989B2
US14585051



- System and method for covert management of passive network devices

System and method for covert management of passive network devices
Management of passive devices using covert connections

Assessing Threat to at least one computer network (non-stochastic modelling)
Assessing threat to at least one computer network (non-stochastic modelling)
Apparatus and method for assessing financial loss from threats capable of affecting at

least one computer network (non-stochastic modelling)

Apparatus and method for calculating economic loss from electronic threats capable of
affecting computer networks (non-stochastic modelling)

Assessing threat to at least one computer network (stochastic modelling)

Apparatus and method for assessing financial loss from cyber threats capable of
affecting at least one computer network (stochastic modelling)

Assessment of Cyber Threats

System and method for assessing and valuing cyber risks for pricing and underwriting

Valuing cyber risks for insurance pricing and underwriting using network monitored
sensors and methods of use

10/050,779
EP1586185
EP1826986
12/811,208
14/827,712

15/017,645

15/231,131

13/322,298

15/012,182

15/696,202

62727066

16/298820

US 6,944,656
EP1586185
EP1826986
US 9,143,523
US 9,288,224

US 9, 418,226

Pending 2018

US 9,363,279

US 9, 762,605
Grant September

2018

Filed 5t September 2018

Filed September 13, 2018

13t September 2005
25t April 2007
20t January 2010
22" September 2015
15t March 2016

16t August 2016

Continuation Filing Date:
08/08/2016

7t June 2016

12th September 2017

Continuation Filing Date: 6th
September 2017

Provisional Gold Standard/Semantic
Fingerprinting/CTM

Continuation Filing Date: 2018



Bottom-Up Public Data Aggregation + Security &
Valuation Methodology Underwriting Platform Insurance Bundling
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€) n-ORM: Powered by Quantar — *
) ) | Open Portfolio & B @

Open existing portfolio
C:\Users|PKW!.n-orm|Portfolio2. npf

C:\Users|PEW! . n-orm|PartFalio2. npf
Ci\Users|PEWY . n-orm|PartFalio. npf

Open

Create new portfolio
C:\Users\PKW!.n-orm|PortFolio. npf

Copy current portfolio Create




€) n-ORM: Powered by Quantar — *
) ) | open Portfolio " B KO

Open existing portfolio
C:\Users|PKW!.n-orm|Portfolio2. npf

W.n-orm|Portfolio2. npf
Ci\Users|PEWY . n-orm|PartFalio. npf

Open

Create new portfolio
C:\Users\PKW!.n-orm|PortFolio. npf

Copy current portfolio Create




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

O ! | Configuratian

Observed threat files location:
C:\Users|PEW!\Documents|Quantar 2018\Q5L 2017\ Threat Daka Created Sth March 2016

Actual incidents File location:

C:\Users|PEW! . n-orm) Actuallncidents, bxt

Audit Files location:
C:\Users|PEW) . n-orm| Audits

Location name:

HO LK
How Far back to use historical data for predictions Currency display
Observed threats: 158 5| weeks Symbal; £
Mumber of new viruses in the wild: 36 -+ months Scale For display: | Thousand v
o Sample: £1,234,568K
Qutsourced weighting Factar: 1
Display language: English e
Default time zone: (GMT+1:00) Central European Time il

Man inkerackive scenario:

Mon interactive aukput location:

16:26

21/09/2018 I""_J



) n-ORM: Powered by Quantar - Portfolicd.npf

) | Portfolio afl o
1 o i B
‘LA LR N-Opvar
Scenarios
Implementation MN-Opwar Saving
Mame Cost (£K) [EK) [EK)
Baseline Calculating.. . Calculating. .. Calculating. ..
Additional Fire. .. Calculating. .. Calculating. .. Calculating. ..
Mew Data Centre Calculating. .. Calculating. .. Calculating. ..
Mew ATM Termi... Calculating. .. Calculating. .. Calculating. ..
ﬁ
]
=
=1
=
=
an o s o
Shared Projections £ = € =
i 2 3 E
Period Loading. .. = iT = K
= it =
Predicted viruses penetrating: |Calculating. .. = = =
. : S = =
Predicted successful hacks: Calculating. .. = z

Edit Scenario

Loading 2015-07...




) n-ORM: Powered by Quantar - Portfolio2.npf — *

O \:9 Partfalia INew ATM Terminals: Physical Threats & = Iﬁ LLJ
1 @
Pl nEaX N-Opvar
. 1,600,000,000 1
Scenarios
Implementation MN-Opwar Saving 1,500,000,000
Mame Cost (£K) [EK) [EK)
Baseline 0.0 798,504.7 0.0 1,400,000,000
Mew Data Centre 7,000,000.0| 1,528,570,484.3|-1,534,771,679.6 1.300,000,000 1
Mew ATM Termi... 1,000,000,0| 279,122,834.7| -279,324,030.0
1,200,000,000 4
1,100,000,000 4
1.000,000,000 1
% 900,000,000 -
=i
E 800,000,000 1
=1
]
= 700,000,000 -
600,000,000
500,000,000 -
400,000,000 -
300,000,000 -
200,000,000 -
100,000,000 -
[u]

Shared Projections

Period 2016-02-28 to 2016-03-05 |

Baseline

Predicted viruses penetrating: |12.84? |

Mew Data Centre

™
£
E
Lkl
=
=
=
=T
=
1
=

Additional Firewall

Predicted successful hacks: |522.?1 1 |

Scenario




) n-ORM: Powered by Quantar - Portfolicd.npf X
& ] J PartFalio = NG
1 =y 2
| fE X N-Opvar
. . 1,600,000,000 1
Scenarios | Copy selected Scenanul
Implementation N-Opvar Saving 1.,500,000,000 4
Mame Cost (£K) [EK) _ [EK) 1.400,000,000 |
0.0 5,319,776.3
Additional Fire. .. 130,000.0 76,031,5899.9 -70,842,123.6 1.300,000,000 4
New Data Centre 7,000,000.0| 1,528,570,484.3|-1,530,250,708.0
Mew ATM Termi. .. 1,000,000.0] 279,122,834.7| -274,803,058.4 1.200.000.000 1
Additional Diskri. .. 2,000,000.0 0.0 3,319,776.3 1.100,000,000 -
Variakion 0.0 0.0 5,319,776.3
Variation 2 0.0 0.0 5,319,776.3 1.000,000,000 4
Variation 3 0.0 0.0 5,319,776.3 <
Variation 4 0.0 0.0/ 5319,776.3| g 200.000.0001
Variation 5 0.0 0.0 5,319,776.3 § 500,000,000 |
Variakion & 0.0 0.0 5,319,776.3 S—
Variakion 7 0.0 0.0 5,319,776.3 = 700,000,000 -
600,000,000 A
500,000,000 A
400,000,000 -
300,000,000 -
200,000,000 -
100,000,000 -
0 an = a = E E (&) (3] = My [f=] [
= g = = 5 = = 5 5 = 5 5
@ = ¥ E = = = = = = = =
& L = = = = = = = = = =
= = = s = = = = = =
Shared Projections = = = %
. = = = ]
Period 2016-02-25 to 2016-03-05 = = =
Predicted viruses penetrating: |12.847 E
Predicted successful hacks: 220,285 E
Scenario

Edit




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

6 ;_J Portfaolio: observations & projections = M| (i)
Threat Data @ Mew Viruses
Observed Attermnpted Viruses Successful Mew
Period Viruses Hacks Penetrating Hacks Manth Viruses
ZUTS U720 0 20150726 T925379 T T T . IZ-2UI5 G
2015-07-27 to 2015-058-02 1925379 0 0 0 01-2016 45
2015-08-03 to 2015-05-09 1925379 0 0 0 02-2016 45.0
2015-08-10 ko 2015-08-16 1925379 0 0 5] 03-2016 111.0
2015-08-17 ko 2015-08-23 1925379 0 0 1] 04-2016 155
2015-08-24 ko 2015-08-30 1925379 0 [i] [i] 05-2016 109
2015-08-31 ko 2015-09-06 1925379 0 0 0 05-2016 112
2015-09-07 to 2015-09-13 1925379 0 0 0 07-2016 g9
2015-09-14 to 2015-09-20 1925379 0 0 0 08-2016 101
2015-09-21 to 2015-09-27 1925379 0 0 0 09-2016 234
2015-09-28 to 2015-10-04 1925379 0 1 2 10-2016 228
2015-10-05 ko 2015-10-11 1925379 0 0 1] 11-2016 189
2015-10-12 ko 2015-10-18 1925379 0 [i] [i] 12-2016 190
2015-10-19 ko 2015-10-25 1925379 0 0 0 01-2017 122
2015-10-26 ko 2015-11-01 1925379 0 0 0 02-2017 109
2015-11-02 ko 2015-11-08 1925379 0 0 0 03-2017 78
2015-11-09 ko 2015-11-15 1925379 0 0 0 04-2017 88
2015-11-16to 2015-11-22 1925379 0 0 0 05-2017 67
2015-11-23 ko 2015-11-29 1925379 0 [u] u] 06-2017 73
2015-11-30 ko 2015-12-06 1925379 0 0 5 07-2017 91
2015-12-07 to 2015-12-13 1925379 0 1 0 08-2017 83
2015-12-14 to 2015-12-20 5443690 0 0 0 09-2017 23
2015-12-21 ko 2015-12-27 1290487 0 1 0 10-2017 98
2015-12-28 to 2016-01-03 1076031 0 2 0 11-2017 178
2016-01-04 to 2016-01-10 4717306 0 9 0 12-2017 632
2016-01-11 ko 2016-01-17 6086852 0 8 u] 01-2018 -
2016-01-18 ko 2016-01-24 1925379 0 5 0 02-2018 =
2016-01-25 ko 2016-01-31 1925379 0 1 1 03-2018 =
2016-02-01 to 2016-02-07 1493294 0 1 0 04-2018 =
2016-02-08 to 2016-02-14 1823454 0 2 0 05-2018 —
2016-02-15 to 2016-02-21 1465500 0 5] 3 06-2018 —
2016-02-22 to 2016-02-28 1925379 0 12 0 07-2018 38
2016-02-28 to 2016-03-05 12.847 220.285| v 08-2018 46| w

Key

| Observed | Externally-Sourced | User Inpuk | Predicted




) n-ORM: Powered by Quantar - Portfolicd.npf X
O ;2 PartFalio ERERY
g |ﬁ -3 WS X
d = N-Opvar
1,600,000,000 1
Sr:enari{ Open selected Scenariul
Implementation MN-Opwar Saving 1,500,000,000
Mame Cost (£K) [EK) [EK)
Baseline 0.0 0.0 0.0 1,400,000,000
Additional Fire. .. 130,000.0 41,127,827.7| -41,257,827.7
Mew Data Centre 7,000,000.0| 1,528,570,484.3-1,535,570,484.3 1.300,000,000 1
Mew ATM Termi... 1,000,000.0| 279,122,834.7| -280,122,834.7
1,200,000,000 4
1,100,000,000 4
1.000,000,000
%7 800,000,000
=i
E 800,000,000 A
=1
[
= 700,000,000 -
600,000,000
500,000,000 -
400,000,000 -
300,000,000 -
200,000,000 -
100,000,000 -
[n]

Shared Projections

Period

Predicted viruses penetrating: |12.84?

Predicted successful hacks:

|2016-U2-28 ko 2016-03-05

522711

Baseline

Additional Firewall

Mew Data Centre

™
£
E
Lkl
=
=
=
=T
=
1
=

Scenario




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

2 ) | Portfolio | Baseline: Status Summary X & H @D
Scenario

Mame: Baseline

Implementation Cost (£K]): 0 (The cost of implementation relative to the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline.)

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% w | Tokal N-Opvar: |£798,805K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR

fram shared historical data
Predicted successful hacks: 522.711

Predicted physical attacks: 0.0493 Phrysical Attacks Reparts Aggregate Export

Infrastructure: Change Histaory

Business processes 4 Show

Business syskems 3 Infrastructure

Syskem categories 4

Key

| Observed | Externally-Sourced | User Inpuk | Predicted

17:08

21/09/2018 I"_"l



€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

2 0 |Partfolio| Baseline: Status Summary X & i
Scenario

Mame: Baseline

Implementation Cost (£K]): 0 (The cost of implementation relative to the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline.)

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% Total M-Opwar: |£0K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR: |£0K

fram shared historical data
Predicted successful hacks: 522.711

Predicted physical attacks: 0.0986 Phrysical Attacks Reparts Aggregate Export

Infrastructure: Change Histaory

Business processes 4 Show

Business syskems 3 Infrastructure

Syskem categories 4

Key

| Observed | Externally-Sourced | User Inpuk | Predicted

1627

21/09/2018 I"_"l



€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

€ _) Portfaolio | Baseline: Status Summary # & [ (i)
Scenario

Mame: Baseline

Implementation Cost (£K]): 0 (The cost of implementation relative to the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline.)

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% Total M-Opwar: |£798, 805K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR: |£0K

fram shared historical data

Predicted physical attacks: 0.0493 Phrysical Attacks Reparts Aggregate Export
Infrastructure: Change Histaory

Business processes 4 Show

Business syskems 3 Infrastructure

Syskem categories 4

Key

| Observed | Externally-Sourced | User Inpuk | Predicted




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

2 ¢ |Portfolio| Additional Firewalls: Skatus Summary % & i
Scenario

Mame: Additional Firewalls

Implementation Cost (£K]): 130,000 (The cost of implementation relative ko the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline. )

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% Total M-Opvar: |£76,031,900K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR: [£76,031,900K

fram shared historical data
Predicted successful hacks: 522.711

Predicted physical attacks: 0.4438 Phrysical Attacks Reports Aggregate Export

Infrastructure: Change History

Business processes 5 Show

Business syskems 5 Infrastructure

Syskem categories 5

Key

| Observed | Externally-Sourced | User Inpuk | Predicted

16:39

22/09/2018 I"’_"l



€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

2 ) | Portfolio | Mew ATM Terminals: Physical Threats & | Baseline: Sktatus Summary % & ]
Scenario

Mame: Baseline

Implementation Cost (£K]): 0 (The cost of implementation relative to the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline.)

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% w | Tokal N-Opvar: |£798,805K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR

fram shared historical data
Predicted successful hacks: 522.711

Predicted physical attacks: 0.0493 Phrysical Attacks Reparts Aggregate Export

Infrastructure: Change Histaory

Business processes 4 Show

Business syskems 3 Infrastructure

Syskem categories 4

Key

| Observed | Externally-Sourced | User Inpuk | Predicted

1513

22/09/2018 I"’_"l



) n-ORM: Powered by Quantar - Portfolicd.npf

6 J Partfolio| Baseline: Define Infrastructure & l

o o O O | % 0
g D =] P {E S Add Process Add System Add Category | Delste | 10% 100% 400%,
UE.

Credit Car
Processing

S

Treasury

Shipping

Printing -
SQL

UsA

China

Page - 1

Infrastructure Properties

Last edit saved:
2018-09-18 11:03:42

Mokes:

prag arectangle ko select everything in it




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

6 J IPnrtFnIinlNew ATM Terminals: Physical Threats & | Baseline: Define Infrastructure % I = NEND)
O O O |x U
a D 2] 1 & Add Process Add System Add Category | Delste | 10% 100% 400%

Infrastructure Properties
°

Last edit saved:
UK
SAP 5
Credit Car
Processing

2018-09-18 11:03:42
Printing
/ China

Mokes:

Shipping

Page - 1

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

O 3 Partfolio | Mew ATM Terminals: Physical Threats & | Baseling: Define Infrastructure &

(o O O | % L

Add Process Add System Add Category | Delste | 10% 100%

400%a

| Delete the selected page (if it is empty) |

Page-1 pPage-2

Infrastructure Properties

Last edit saved:
2018-09-18 11:03:42

Mokes:

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

6 J Partfolio| Baseline: Define Infrastructure & l

10% 100%%a

X

Delete

i o O O

NDA=A S0 Add Process Add System Add Category

400%a

| Import a page into the current scenariol

Treasuw

Shipping

SAP 5
Credit Car
Processing

S

UsA

China

Page - 1

Infrastructure Properties

Last edit saved:
2018-09-18 11:03:42

Mokes:

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

6 J Partfolio| Baseline: Define InFrastructureXl
i @ @ ()

DA S Add Process Add System Add Category

10% 100%%a 400%a

X

Delete

| Export the selected page|

Credit Car
Processing

Printing

Treasury

Shipping

UsA

-

China

Page - 1

Infrastructure Properties

Last edit saved:
2018-09-18 11:03:42

Mokes:

prag arectangle ko select everything in it




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

6 J Partfolio| Baseline: Define InFrastructureXl = NEND)
o o O O X

a D =] {E 2 Add Process Add System Add Cateqory | Delste

10% 100%%a 400%a

Infrastructure Properties
Export all pages

Last edit saved:
2018-09-15 11:03:42
UK
SAP 5
Credit Car
Processing

Printing
/ China
sqQL

Mokes:

Treasury

Shipping

Page - 1

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf - X
0 @ Portfaolio | Additional Firewalls: Define Infrastructure % l = WE| (i)
i o O O @ % N
E=2 "
O D =] (& % | AddProcess Add System Add Category | Delete | 10% 100%& 400%
Cheque Clearance Properties
Mame:
Cheque Clearance
Chegque SAP [] outsourced
Clearance Walue Profile
Haurhy at
Time Value (£K)
Sunday 00:00 12,356,789 A
cresiinil - sunday 01:00 12,356,759
Payments Ny, Enie Sunday 02:00 12,356,789
Sunday 03:00 12,356,789
Sunday 04:00 12,356,789
' Sunday 05:00 12,356,759
‘ Sunday 06:00 12,356,789
, \ Sunday 07:00 12,356,789
i sunday 08:00 12,356,789
Treasury MicreS Cal TR Sunday 09:00 12,356,789
Sunday 10:00 12,356,789
; Sunday 11:00 12,356,789
- Sunday 12:00 12,356,759
Sunday 13:00 12,356,789
(GMT-2:00) South Georgia Standard Time S

1EM
Colorada

ATM

(GMT-1:00) Azores Time
(GMT-1:00) Cape Verde Time
(GMT-1:00) Eastern Greenland Time
(GMT+0:00) Ghana Mean Time

(GMT+0:00) Greenwich Maan Time
(GMT+0:00) Western European Time
(GMT+1:00) Central European Time W

(GMT-11:00) Miue Time

Value is the hourly cosk of this process being
unavailable,

Page - 1! Duplicate !

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

6 @ Partfolio| Baseline: Define InFrastructureXl = NEND)
o o O O @ % N

E= 2
O D =] (& % | AddProcess Add System Add Category | Delete | 10% 100%& 400%

Credit Card Processing Properties
Mame:
Credit Card Processing

[+] outsourced
Walue Profile
LK Daily W
SAP =
5 Time Value (£K)
Credit Card
Processing Sunday 223,445

Manday 223,445

‘ UsA Tuesday 223,445

Wednesday 223,445

Thursday 223,445

Printin Friday 223,445

| /’ E - o

Treasury m
Shipping

Time Zone of Process
(GMT-11:00) Miue Time

Value is the hourly cosk of this process being
unavailable,

Page - 1

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

6 @ IPnrtFnIinlNew ATM Terminals: Physical Threats & | Baseline: Define Infrastructure % I

Pages D D

E=2 "
4 D =] P S | addProcess Add System Add Category

Credit Car
Processing

Printing

Shipping

— >
480
Delete | 10% 100% 400%a
Prinking Properties
Mame:
Printing
Outsourced
Walue Profile
SAP
& Liniform
\ Haurly
LT Ty p
Manday 2,334
‘ usa Tuesday 5,554
Wednesday 5,577
Thursday 7,776
Friday 99,876
- China Saturday 23,322
m
Time Zone of Process
(GMT+8&:00) China Standard Time o
Value is the hourly cosk of this process being
unavailable,

Page - 1

prag arectangle ko select everything in it




) n-ORM: Powered by Quantar - Portfolicd.npf

0 @ Partfolio| Additional Firewalls: Define Infrastructure ¥ l = NEND)

i D @ @ | X U
E= 2
O B =] (& % | AddProcess Add System Add Category | Delete | 10% 100%& 400%
| Mew York Properties
Mame:
Mew York
Cheque SAP m Yulnerability by attack severity
CLECEU | Severity Downtime (Hours)
1 2
2 4
3 5]
4 g
J 5 10
Credit Cart
v ' 6 2
7 14
2] 16
9 18

,’

1EM
Colorada

ATM

Page - 1! Duplicate !

|Click ko select Cakegory; Drag to move Category. Shift+Drag to create a dependency.




) n-ORM: Powered by Quantar - Portfolicd.npf

0 @ Partfolio| Additional Firewalls: Define Infrastructure ¥ l

Pages

Da=»0k ) ) )

Add Process Add System Add Category

ATM

— >
480
Delete | 10% 100% 400%a
Processt Properkies
Mame:
Processe
Cheque sAp [] outsourced
Clearance Value Profile
Uniform at
Time Value (£K)
Whale week | 0
Credit Cart York
Payments _,_~—~E':" ., ew Yor
..-'—'—"'_'_'_F
Processh /
,’
Time Zone of Process
, {GMT+1:00) Central European Time v
1B Value is the hourly cosk of this process being
Colorado unavailable,

Page - 1! Duplicate !

prag ko a cateqgary to create dependency on ik, Release Shift to move Processe instead.




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

0 @ Portfaolio | Baseline: Physical Threats % = M| (i)
j AddNew X Delete Last edit saved: 2016-03-05 14:12:23 Time Profile for «New Threats
Mame Target Severity Expect # attacks Each Uniform e
Flood India 7 2|Year Time Frequency
Fire China 1 1[fear
Whale week 100
«Targets a
(China
India
LIk
LSA

Time Zone of threat
(GMT+1:00) Central European Time w

Frequency is the relative lidihood of the threat
accurring in each kime period,




) n-ORM: Powered by Quantar - Portfolicd.npf

6 @ Portfaolio | Baseline: Physical Threats %

1_1 Add Mew )( Delete

Mame Target

«New Threak: Categaory3

— >
480
Last edit saved: 2016-03-05 14:12:23 Time Profile for «Mew Threats

Severity Expect # attacks Each S el

lInifarm
. Daiy

Sunday 01:00 0.595
Sunday 02:00 0.595
Sunday 03:00 0,595
Sunday 04:00 0.595
Sunday 05:00 0.595
Sunday 06:00 0.595
Sunday 07:00 0.595
Sunday 08:00 0.595
Sunday 09:00 0.595
Sunday 10:00 0,595
Sunday 11:00 0.595
Sunday 12:00 0.595
Sunday 13:00 0.595
Sunday 14:00 0.595
Sunday 15:00 0.595
Sunday 16:00 0,595
Sunday 17:00 0,595
Sunday 18:00 0.595
Sunday 19:00 0.595
Sunday 20:00 0.595
Sunday 21:00 0.595
Sunday 22:00 0.595
Sunday 23:00 0,595
Maonday 00:00 0,595
Monday 01:00 0.595
Monday 02:00 0.595
Monday 03:00 0.595
P ase N GO0 N _sas -
Time Zone of threat
(GMT+1:00) Central European Time w

Frequency is the relative lidihood of the threat
accurring in each kime period,




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

6 @ IPnrtFnIinlNew ATM Terminals: Physical Threats & lEaseIine: Define Infrastructure ¥ | Additional Firewalls: Physical Threats & = WE| (i)

L‘] Add Mew )( Delete Last edit saved: 2018-09-22 15:21:37 Time Profile for Unathorized Use of USE Stick

Mame Target Severity Expect # attacks Each Ho:;lrly el
UniFarm

Flash Flooding of Data Center Flarida 1 6[Year Daily

Major Power Outages Mew York 2 2|fear

Hurricane Impact Georgia 4 1|¥ear Sunday UI:UU 0'595

| l

Vandalism to Daka Centre Door Security Mew York 3 1[¥ear ZE:S:: Eggg g:z:
Sunday 04:00 0.595
Sunday 05:00 0.595
Sunday 06:00 0.595
Sunday 07:00 0.595
Sunday 08:00 0.595
Sunday 09:00 0.595
Sunday 10:00 0,595
Sunday 11:00 0.595
Sunday 12:00 0.595
Sunday 13:00 0.595
Sunday 14:00 0.595
Sunday 15:00 0.595
Sunday 16:00 0,595
Sunday 17:00 0,595
Sunday 18:00 0.595
Sunday 19:00 0.595
Sunday 20:00 0.595
Sunday 21:00 0.595
Sunday 22:00 0.595
Sunday 23:00 0,595
Maonday 00:00 0,595
Monday 01:00 0.595
Monday 02:00 0.595
Monday 03:00 0.595
P ase N GO0 N _sas -
Time Zone of threat
(GMT+1:00) Central European Time w
Frequency is the relative lidihood of the threat
occurring in each time period.




) n-ORM: Powered by Quantar - Portfolicd.npf

6 @ Portfaolio | Additional Firewalls: Physical Threats %

L‘] Add Mew )( Delete

Last edit saved: 2018-09-22 15:34:59

Mame Target Severity Expect # attacks Each
Flash Flooding of Data Center 1 | Year o
Major Power Outages China 2 2[Day
Hurricane Impact USA 4 1|week
IUnatharized Use of USE Stick Germany 1 17Manth
‘andalism ko Data Centre Door Security LK 3 1|Quarter
Decade
Century

— >
480

Time Profile For Flash Flooding of Data Center
Hourly e
Time Frequency
Sunday 00:00 0.595| a
Sunday 01:00 0.595
Sunday 02:00 0.595
Sunday 03:00 0,595
Sunday 04:00 0.595
Sunday 05:00 0.595
Sunday 06:00 0.595
Sunday 07:00 0.595
Sunday 08:00 0.595
Sunday 09:00 0.595
Sunday 10:00 0,595
Sunday 11:00 0.595
Sunday 12:00 0.595
Sunday 13:00 0.595
Sunday 14:00 0.595
Sunday 15:00 0.595
Sunday 16:00 0,595
Sunday 17:00 0,595
Sunday 18:00 0.595
Sunday 19:00 0.595
Sunday 20:00 0.595
Sunday 21:00 0.595
Sunday 22:00 0.595
Sunday 23:00 0,595
Maonday 00:00 0,595
Monday 01:00 0.595
Monday 02:00 0.595
Monday 03:00 0.595
P ase N GO0 N _sas -
Time Zone of threat
(GMT+1:00) Central European Time w

Frequency is the relative lidihood of the threat
accurring in each kime period,




€) n-ORM: Powered by Quantar - PortfolioZ.npf — *

2 0 |Partfolio |Mew ATM Terminals: Physical Threats & | Baseline: Define Infrastructure % | Additional Firewalls: Status Summary % & ]
Scenario

Mame: Additional Firewalls

Implementation Cost (£K]): 130,000 (The cost of implementation relative ko the baseline scenario. A negative number means this scenario is cheaper to implement than the baseline. )

Threat Data Value at Risk

Period |2016-02-28 to 2016-03-05 Acceptable Variances: 5% w | Total N-Opvar: |£89,535,467K

Predicted viruses penetrating: [12.847 Accept As Baseline Reset Baseline Baseline VAR

fram shared historical data
Predicted successful hacks: 522.711

Predicted physical attacks: 0.4438 Phrysical Attacks Reports Aggregate Export

Infrastructure: Change History

Business processes 5 Show

Business syskems 5 Infrastructure

Syskem categories 5

Key

| Observed | Externally-Sourced | User Inpuk | Predicted

15:24

22/09/2018 I"’_"l



) n-ORM: Powered by Quantar - Portfolicd.npf

O - |Portfolio | Additional Firewalls: Status Summary % | Baseline: M-Opvar Reports %

M-Opwvar by Business Process

By Process

Process

Credit Card Proce. ..

Filker: Mulkiple -

M-Opvar (£K)

102,845,918

Prinking 9,578,433
Production 4,520,971.595
Shipping 306,286,553
Treasury 380,093,786

pvar (£K)

N-O

M-Opvar Historical Trend

4,500,000
4,250,000 4
4,000,000 A
3,750,000
3.500.000 4
3,250,000
3,000,000 A
2,750,000 A
2,500,000
2,250,000 4
2,000,000 A
1,750,000 4
1,500,000 4
1,250,000 -
1,000,000

750,000

500,000 A

250,000 A

o -

Credit Card Processing

Printing

N-Opvar

Production

Frocess

Shipping

Treasury

22/09/2018

L]
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O - |Portfolio| Additional Firewalls: M-Opvar Reports % | Baseling: M-Opvar Reports X = NEND)

M-Opvar by Business Process  N-Opvar Historical Trend

e Filker: All = N_O pvar
Process M-Opvar (£K) 50,000,000 -

Credit Card Proce. .. 738,711,074 47,500,000 4
Printing 6,583,781.885 45,000,000 -
Production 2,640,628,882
shipping 49,480,989,238
Treasury 16,587,788.795 40,000,000 -

42,500,000

37,500,000 4
35,000,000 4
32,500,000 4
30,000,000 4
27,500,000 4

pvar (£K)

25,000,000 4

N-O

22,500,000 A
20,000,000
17,500,000
15,000,000
12,500,000
10,000,000
7,500,000
5,000,000 4
2,500,000 4

[ I B = | EE— =

Printing
Production
Shipping
Treasury

Credit Card Processing

Frocess

15:40

22/09/2018 I"’_"l



O

O -/ |Partfolio | Additional Firewalls: M-Opwvar Repaorts % = M| (i)

M-Opvar by Business Process  N-Opvar Historical Trend

By Process Filter: All = N-O pvar

Select Pages:

50,000,000 4
Page - 1 ! Duplicate !

Credit Card Procg 47,500,000 4
Prining | 45,000,000 -
Production
Shipping

Treasury 40,000,000 -

Process

42,500,000

37,500,000 4

35,000,000 4

Al None 32,500,000 -

30,000,000 4

27,500,000

pvar (£K)

25,000,000 4

N-O

22,500,000 A
20,000,000
17,500,000
15,000,000
12,500,000
10,000,000
7,500,000
5,000,000 4
2,500,000 4

[ I B = | EE— =

Printing
Production
Shipping
Treasury

Credit Card Processing

Frocess

16:59

22/09/2018 I"’_"l



O

O -/ |Partfolio | Additional Firewalls: M-Opwvar Repaorts % = M| (i)

M-Opvar by Business Process  N-Opvar Historical Trend

By Process | Filker: Mulkiple - | N-O pvar

Select Pages:

50,000,000 4
Page - 1 ! Duplicate !

Credit Card Procg 47,500,000 4
Prining | 45,000,000 -
Production
Shipping

Treasury 40,000,000 -

Process

42,500,000

37,500,000 4

35,000,000 A
MNaone

32,500,000 -

OK 30,000,000 4

27,500,000

pvar (£K)

25,000,000 4

N-O

22,500,000 A
20,000,000
17,500,000
15,000,000
12,500,000
10,000,000
7,500,000
5,000,000 4
2,500,000 4

[ I B = | EE— =

Printing
Production
Shipping
Treasury

Credit Card Processing

Frocess

16:59

22/09/2018 I"’_"l
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_J Partfolio | Additional Firewalls: M-Opvar Reparts & | Baseline: M-Opvar Reports X = W& (i)

N-Opvar by Business Process  M-Opvar Histarical Trend

Prediction Date M-Opvar (£K) N-O pvar
Jul 14, 2018 11:50:48 AM 220,384.11| 5.500.000 1
Jul 14, 2018 11:50:51 AM 220,384.11 5 250,000 -
Jul 14, 2018 11:50:55 AM 220,354.11
Jul 14, 2018 11:50:57 &M 220,384.11 5,000,000 -
Jul 14, 2018 11:51:00 AM 220,384.11 4.750.000 |
Jul 14, 2018 11:51:02 AM 220,384.11
Jul 14, 2018 11:51:05 AM 220,384.11 4 500,000 -
Jul 14, 2018 11:51:07 AM 220,384.11
Jul 14, 2018 11:51:10 AM 220,384.11 4.250.000 1
Jul 14, 2018 11:51:12 AM 220,354.11 4,000,000 -
Jul 14, 2018 11:51:15 AM 220,384.11
Jul 14, 2018 11:51:21 AM 220,384.11 3,730,000 1
Jul 16, 2018 10:09:14 AM 220,384.11 3.500.000 -
Jul 20, 2018 1:20:59 PM 220,384.11
Aug 4, 2018 12:43:49 PM 220,384.11 3,250,000 -
Sep 18, 2018 10:00:15 AM 220,384.11 = 2 000,000
Sep 18, 2018 10:55:03 AM 22,038,411 « S EEEE
Sep 18, 2018 11:03:42 AM i S 5 750,000 |
Sep 18, 2015 11:48:01 AM 0 ]
Sep 18, 2018 5:34:00 PM 0 = 2.500.000 1
Sep 19, 2015 11:06:14 AM 0 2 250 000 |
Sep 19, 2018 2:56:21 PM 0
Sep 21, 2018 4:26:06 PM 0 2,000,000 -
Sep 21, 2018 4:53:44 PM 798,504.69
Sep 21, 2018 5:28:59 FM 798,504.69 1.750.000
Sep 21, 2018 5:31:34 FM 793,504.69 1,500,000 -
Sep 22, 2018 1:10:56 PM 798,504.69
Sep 22, 2018 3:24:55 PM 798,804.69 1,250,000
Sep 22, 2018 3:33:52 PM 798,504.69 1 000 000 1
5,319,776.285
750,000 -
VAR Prediction on Sep 22, "
500,000 -
2018
For period Feb 28, 2016 to Mar 5, 2016, 250,000 - ‘
. . 0 : : : : : : : : : : : . :
Predicted VAR: £5,319,776K Oct-2015  Jan-2016  Apr2016  Jul-2016  Oct-2016  Jan-2017  Apr-2017  Jul-2017  Oct-2017  Jan-2018  Apr-2018  Jul-2018  Oct-201%
o Frediction Date




) n-ORM: Powered by Quantar - Portfolicd.npf - X
i _J Partfolio| Additional Firewalls; M-Opvar Reports % | Baseline: M-Opvar Reports X = = (i)
N-Opvar by Business Process  M-Opvar Histarical Trend
Prediction Date M-Opvar (£K) N-O pvar
Jul 14, 2015 11:50:49 AM 209,061,595.611| 4
Jul 14, 2018 11:50:52 AM | 209,061,595.611 210,000,000
Jul 14, 2018 11:50:55 AM 209,061,595.611 500,000 000 |
Jul 14, 2018 11:50:58 AM 209,061,595.611
Jul 14, 2018 11:51:01 AM 209,061,595.611 190,000,000 -
Jul 14, 2018 11:51:03 AM 209,061,595.611 150,000 000 -
Jul 14, 2018 11:51:05 AM 209,061,595.611 e
Jul 14, 2015 11:51:08 AM 209,061,595.611 170,000,000 -
Jul 14, 2018 11:51:11 AM 209,061,595.611
Jul 14, 2018 11:51:13 AM 209,061,595.611 160,000,000 -
Jul 14, 2018 11:51:15 AM 209,061,595.611 150,000,000 -
Jul 14, 2018 11:51:22 AM 209,061,595.611
Jul 16, 2018 10:09:14 AM 209,061,595.611 140,000,000 -
Jul 20, 2018 1:21:00 FM 209,061,595.611
Aug 4, 2018 12:43:50 PM | 209,061,595.611 130.000.000 1
Sep 18, 2018 10:00:16 AM | 209,061,595.611 g 120,000,000 -
Sep 18, 2018 10:55:04 AM 41,127,527.655 =
Sep 18, 2013 11:48:02 AM 41,127,827.655 g 110,000,000 -
Sep 18, 2018 5:34:00 PM 41,127,827.655 S’ 100,000,000 |
Sep 19, 2018 11:06:14 AM 41,127,827.655 =
Sep 19, 2018 2:56:21 PM 41,127,827.655 80,000,000 1
Sep 21, 2018 4:26:06 PM 41,127,827.655
Sep 21, 2018 5:28:50 PM 41,127,827 .655 B0.000,000 1
Sep 21, 2018 5:31:34 PM 41,127,827.655 70,000,000 -
Sep 22, 2018 1:10:56 PM 41,127,827.655
Sep 22, 2018 3:21:37 PM 89,535,467.277 §0,000,000
Sep 22, 2018 3:23:49 PM 89,535,467.277
50,000,000 -
Sep 22, 2018 3:33:52 PM 0
Sep 22, 2018 3:34:59 PM 76,031,5899.874 40 000,000 - =
76,031,599,574 [V
30,000,000 -
s ~
VAR Prediction on Sep 22, 20 000,000 |
2018
For period Feb 28, 2016 to Mar 5, 2016, 10,000,000 -
. ] ; ; ; ; ; ; ; ; ; ; ;
Predicted VAR: £76,031,900K Apr-2016 Jul-2016 Oct-2016 Jan-2017 Apr-2017 Jul-2017 Oet-2017 Jan-2018 Apr-2018 Jul-2018 Dct-201
o Frediction Date




) n-ORM: Powered by Quantar - Portfolicd.npf - X
i Partfolio| Additional Firewalls; M-Opvar Reports % | Baseline: M-Opvar Reports X = = (i)
N-Opvar by Business Process  M-Opvar Histarical Trend
Prediction Date M-Opvar (£K) N-O pvar
Jul 14, 2018 11:50:49 AM 209,061,595.611
Jul 14, 2018 11:50:52 AM | 209,061,595.611 210,000,000
Jul 14, 2018 11:50:55 AM 209,061,595.611 200,000,000 -
Jul 14, 2018 11:50:58 AM 209,061,595.611
Jul 14, 2018 11:51:01 AM 209,061,595.611 190,000,000 -
Jul 14, 2018 11:51:03 AM 209,061,595.611 180 000,000 |
Jul 14, 2018 11:51:05 AM 209,061,595.611 e
Jul 14, 2018 11:51:08 AM 209,061,595.611 170,000,000 -
Jul 14, 2018 11:51:11 AM 209,061,595.611
Jul 14, 2018 11:51:13 AM 209,061,595.611 160,000,000 -
Jul 14, 2018 11:51:15 AM 209,061,595.611 150,000,000 |
Jul 14, 2018 11:51:22 AM 209,061,595.611
Jul 16, 2018 10:09:14 AM 209,061,595.611 140,000,000 -
Jul 20, 2018 1:21:00 PM 209,061,595.611
Aug 4, 2018 12:43:50 PM | 209,061,595.611 130.000.000 1
Sep 18, 2018 10:00:16 AM 209,061,595.611 g 120,000,000 1
Sep 18, 2018 10:55:04 AM 41,127,827.655 =
Sep 18, 2013 11:48:02 AM 41,127,827.655 g 110,000,000 -
Sep 18, 2018 5:34:00 PM 41,127,827 .655 S 4n0 pon oan |
Sep 19, 2018 11:06:14 AM 41,127,827 .655 =
Sep 19, 2018 2:56:21 PM 41,127,827.655 90,000,000 -
Sep 21, 2018 4:26:06 FM 41,127,827.655
Sep 21, 2018 5:28:50 PM 41,127,827 .655 B0.000,000 1
Sep 21, 2018 5:31:34 FM 41,127,827 .655 70,000,000 -
Sep 22, 2018 1:10:56 FM 41,127,827.655
Sep 22, 2018 3:21:37 FM 89,535,467.277 £0,000,000 -
Sep 22, 2018 3:23:49 PM 89,535,467.277
50,000,000 -
Sep 22, 2018 3:33:52 FPM ]
Sep 22, 2018 3:34:59 PM 76,031,5899.874 40 000,000 - =
76,031,899.874 K%
30,000,000 -
Activity Prediction S
Viruses 12.85 20.000.000
Hacks 522,71 10,000,000 -
Phrysical Threats
0.44 0 . ; . . i ; ; . ; ; ;
(Updated Sep 22, 2018) Apr-2016 Jul-2016 Cct-2016 Jan-2017 Apr-2017 Jul-2017 Cct-2017 Jan-2018 Apr-2018 Jul-2018 Cict-201:
Infrastructure (Updated Sep 22, Praediction Date
an1aEn N




) n-ORM: Powered by Quantar - Portfolicd.npf

O | |Portfolio| Baseline: Aggregate M-Opvar %

Aggregate N-Opvar  Imported N-Opvar Lacations

By Process

Process

HQ UK - Page - 1 - Credit Card Processing

MN-Opvar (£K)

102,845,918

HQ UK - Page - 1 - Printing

9,578,433

HQ UK - Page - 1 - Production

4,520,971.595

HQ UK - Page - 1 - Shipping

306,286,553

HQ UK - Page - 1 - Treasury

380,093,786

Export bo XML

M-Opvar (£K)

4,500,000 -
4,250,000 -
4,000,000 -
3,750,000
3,500,000 -
3,250,000 -
3,000,000
2,750,000
2,500,000
2,250,000
2,000,000 -
1,750,000
1,500,000 -
1,250,000 -
1,000,000

750,000 -

500,000

250,000 -

0

HG UK - Page - 1- Credit Ca

HG UK - Page - 1 - Printing

N-Opvar

HG UK - Page - 1 - Producti

Frocess

HG UK - Page - 1- Shippir

HG UK - Page - 1- Treasur



) n-ORM: Powered by Quantar - Portfolicd.npf

O | |Portfolio | Baseline: Agaregate N-Opvar ¥ | Additional Firewalls: Agaregate N-Opvar X = WE (i)

Aggregate N-Opvar  Imported N-Opvar Lacations

By Process w N—Op'\fﬂr
Process 50,000,000 4
HQ UK -Page-11D 738,711,074 47,500,000 1
HQ UK - Page - 1 1 D : 6,583, 781,885 45,000,000 1
HQ UK - Page - 1 ! Duplicake ! - Praduction 2,640,628,582 42,300,000 -
HO UK - Page - 1 ! Duplicate ! - Shipping 49,480,959.235 40,000,000 -
HQ UK - Page - 1 ! Duplicate ! - Treasury 16,587,788.795 37,500,000
35,000,000
32,500,000 -
%" 30,000,000 -
%
= 27,500,000 4
g 25,000,000 -
= 22,500,000 -
20,000,000 -
17,500,000 -
15,000,000
12,500,000 -
10,000,000 4
7,500,000
5,000,000 -
2,500,000 - .
D [ S———— E . _ E S— - . _ - p S
S s £ £ g
P :'; = = =
g 5 2 = 3
e = — — —
(] S i i i
= - = = =
' — [« o o
i H X = 5
. g . - .
S 5
[
T 2
Frocess

Export bo XML




O

o9

Agaregake N-Opvar

Paortfalio | Mew Data Centre: Aggregate N-Opvar %

By Process

Process

HZ UK - Page - 1 - Processl

Imparted N-Opvar Locations

MN-Opvar (£K)

1,481,354,530.849

HQ UK - Page - 1 - Process2

44,706,399.671

HQ UK - Page - 1 - Process3

1,486,439.014

HQ UK - Page - 1 - Processs 993,154,718
) Save
Save in: JM-arm
- Audits
;j Temp
Recent tems |2 config
B metrics
Desktop
Ifl
Documents
This PC
L‘é Filz name: | Save
NEEWOrk e of bype: [ files (.xml) > Cancel

Export bo XML

1,500,000,000 -
1,400,000,000 -
1,300,000,000 -
1,200,000,000 -
1,100,000,000 -
1,000,000,000 -
500,000,000 -
500,000,000 -
700,000,000 -
500,000,000 -
500,000,000 -
400,000,000 -
300,000,000 -
200,000,000 -
100,000,000 -

D 4

HG UK - Page - 1 - Process

N-Opvar

HC UK - Page - 1 - Process

Frocess

HG UK - Page - 1 - Process3

H@ UK - Page - 1- Processs



€} n-ORM: Powered by Quantar - Portfolio2.npf —

0 . |Portfolio | New Data Centre: Aggregate N-Opvar X = WE (i)

Aggregate N-Opvar Imported N-Opvar Locations

| Import Location File Rename Location Close location
Location name M-Opvar (£K) Creation time
HGQ UK | 1,528,570,484,252.039|2018-09-21 17:32:10
3] Open )4
Loak in: .M-arm w
Audits

Temp

Recent Items

Desktop

Iﬁl

Documents

‘ Filz name: Open
L

Metwork: y
Files of bype! | n-orm VAR files (.niv) w Cancel




) n-ORM: Powered by Quantar - Portfolicd.npf
O | |Portfolio| Baseline: Aggregate N-Opvar ¥

Aggregate N-Opvar Imported N-Opvar Locations

! Import Location File 1 Rename Location

Lacation name

HQ UK

Close location

M-Opvar (£K)

Creation time

798,304,690.411(2018-09-21 16:56:36




€} n-ORM: Powered by Quantar - Portfolio2.npf —

Q - |Portfolio| Additional Firewalls: Aggregate N-Opvar % S W

Aggregate N-Opvar Imported N-Opvar Locations

| Import Location File Rename Location Close location
Location name M-Opvar (£K) Creation time
HGQ UK | 76,031,5899,873.972(2018-09-22 17:00:23
3] Open )4
Loak in: nORM Files w

| | Additional Distribution Centre.nh
W Additional Firewalls.nhv

| | Baseline 1.nh

| | Mew ATM Terminals.nh
| | Mew Data Centre.nk

.-.‘I'-:\I A
=g

Recent Items

Desktop

|§|

Documents

=

This PC

L& File name: Additional Firewalls.nlv Open

Metwork: y
Files of bype! | n-orm VAR files (.niv) w Cancel




O
O | |Portfolio| Additional Firewalls: Aggregate N-Opvar % = W= (i)

Aggregate N-Opvar Imported N-Opvar Locations

| Import Location File Rename Location Close location
Location name M-Opvar (£K) Creation time
HQ UK 76,031,899,873.972|12018-09-22 17:00:23

Import Location File >

! . Cannot import file as its location matches the current location.




) n-ORM: Powered by Quantar - Portfolicd.npf

O ) |Portfolio| Additional Firewalls: Scenario Change Histary ¥ =

# Changes histary
[S-4 PEW : 2018-09-22 15:37:10
=4 Changed: Infrastruckure
-4 Changed: Business processes
Eli Changed: Business process - Business process
- Changed: name From Shipping to Production
Z-2 PEW @ 2018-09-22 15:34:59

=% Changed: Physical threats
(-4 Changed: Threat - Threat
t.g Changed: Target From Florida ta India
-4 Changed: Threat - Threat
% Changed: Threat - Threat
: bgt Changed: Target from Georgia ko USA
54 Changed: Threat - Threat
CoEe-g Changed: Time praofile - Time prafile
: % Changed: Target from Florida to Germany
-4 Changed: Threat - Threat
tg Changed: Target From Mew York ko UK
—|--5p PEW : 2018-09-22 15:33:52
=1 Added: Infrastructure
----1..‘: Added: Business processes
3 Added: Business systems
o Added: System categories
tewip Added: Nokes -
=& PKW @ 2018-09-22 15:23:49

=% Changed: Physical threats

=4 Changed: Threat - Threat
e Changed: Time prafile - Time prafile
=& PKMW : 2018-09-22 15:21:37
= Changed: Physical threats
(& Added: Threat - Unatharized Use of USB Stick
[ Added: Threat - Vandalism to Data Centre Door Security
[El--a PKWUSF @ 2016-06-07 12:27:20
O Added: Phrysical threats
[ Added: Threat - Flash Flooding of Data Center
[-5# Added: Threat - Major Power Outages
-4 Added: Threat - Hurricane Impact
[H--a Added: Time profile - Time profile
& Added: Target - Geargia
& Added: Severity scare - 4

Import to current data Export ko new scenario




QUANTAR IPTAP Covert Network Tap

INSURANCE RISK ANALYTICS B Internet Protocol Threat Assessment Program
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B ObservedThreats2015-08-17
BEd ObservedThreats2015-08-24
B ObservedThreats2015-08-31
B2 ObservedThreats2015-09-07
BEd ObservedThreats2015-09-14
gl ObservedThreats2015-09-21
B ObservedThreats2015-09-28
B2 ObservedThreats2015-10-05
B ObservedThreats2015-10-12
B ObservedThreats2015-10-19
B ObservedThreats2015-10-26
B ObservedThreats2015-11-02
B ObservedThreats2015-11-09
B ObservedThreats2015-11-16
BEd ObservedThreats2015-11-23
= ObservedThreats2015-11-30
B ObservedThreats2015-12-07
BEd ObservedThreats2015-12-14
fE ObservedThreats2015-12-21
B ObservedThreats2015-12-28
BEd ObservedThreats2016-01-04
B ObservedThreats2016-01-11
B ObcervedThreate2016-01-18

Date modified

L e e B o e ol

011272015 21:56
01,/12/2015 21:56
01/12/2015 21:57
01/12/2015 21:58
011272015 21:58
01/12/2015 21:58
01/12/72015 21:59
01/12/2015 21:59
0171272015 22:00
0171272015 22:00
02/03/2016 19:32
01/12/2015 22:01
01/12/2015 22:01
01/12/2015 22:0
01/12/2015 22:02
011272015 22:02
05/03/2016 19:34
05/03/2016 1937
05/03/2016 19:40
05/03/2016 1241
05/03/2016 1%:43
05/03/20716 1945
050220076 15940

Type

TR F i § B

XML File
AML File
AML File
XML File
XML File
ML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
XML File
AML File
XML File
XML File
XML File
WrAl File

Size

187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
187 KB
176 KB
192 KB
187 KB
190 KB
192 KB
18T KB



B ObservedThreats2016-02-22.xml - XML Marker version 1.1
File Edit View Options MNavigate Help

LEL RN (T sy

EJ-_G }; Cnmzun _____ m | [ <7xmil version="1.0" encoding="UTF-8"?>
<Crimson Version="1">
Oh _thunredThmm ObservationStart="2016-02-22T00:00:00" ObsenvationEnd="2016-02-28T00:00:00">
e : 3 T =Threat ID="1408" Category="Indiscriminate” Target="Unknown™ SeverityScore="7">
ObservationStant = "2016-02-22T00:00:00
_ & ObservationEnd = "2016-02-28T00:00:00" <0Observation Day="Monday” From="00:00:00" To="00:59:59" Count="145"/>
Ere Threat Ly «<0Observation Day="Monday” From="01:00:00" To="01:59:59" Count="125"/>»
= ID ="1408" =0bservation Day="Monday” From="03:00.00" To="02:59:59" Count="115"/>
= Category = “Indiscriminate” =0bservation Day="Monday” From="04:00:00" To="04:59:59" Count="100"=
= Target = "Unknown" =0bservation Day="Monday” From="05:00:00" To="05:58:59" Count="105""=
= SeverityScore =7 =0bservation Day="Monday” From="06:00:00" To="06:59:59" Count="115"F=
=5 Obeervation =0pservation Day="Monday" From="0700:00" To="07:59:59" Count="155"=
= Day = Monday’ =0bservation Day="Monday” From="08:00:00" To="08:52:59" Count="120"
® From ="00:00:00" =0bservation Day="Monday" From="09:00:00" To="09:59:58" Count="105"F>
o To= 'Uﬂ'ﬁ'&i'ﬁﬁ‘ =0bservation Day="Monday" From="10:00:00" To="10:59:59" Count="170"/>
8 Count= '..1 45.. <0bservation Day="Monday" From="11:00:00" To="11:59:59" Count="85""=
Z Dusenation =0bservation Day="Monday" From="12:00:00" To="12:58:59" Count="155"F
? Observaiion =0bservation Day="Monday” From="13:00:00" To="13:59:59" Count="90"/>
£ Dbservation =0bservation Day="Monday” From="14:00:00" To="14:59:59" Count="115"F>
£ Observation =0bservation Day="Monday” From="15:00:00" To="15:59:58" Count="140"
4 Observation «0bservation Day="Monday" From="16:00:00" To="16:58:59" Count="150"/>
# Observation <Qbservation Day="Monday” From="17:00:00" To="17:58:59" Count="130"/>
¥ Observation =0Observation Day="Monday” From="18:00:00" To="18:55:59" Count="160"/>
? G‘nsemﬂ on maﬁrf_iiﬁﬁ Pl A mAda® Ceama="40-NMN-M0 Ta="40-EMN-E0" Maind="4 M
# Observation Tree Selection Browser
< ¥ Observation
E biceaiiin €?» ObservedThreats
i W
. F __f MYhrAmabian 2 Attributes:
{ = i I -~ - - :: )
Tree View E' E]wmmng{s:LUEmr( ] m.. e H* b i :
= E:_‘ = l l — é_ ObsemvationStart| 2016-02-22T00:00:00
Table Selection Browser ¥ | = ObsenationEnd [2016-02-28T00:00:00
This Table Selection Browser is empty 14 Subtags:
[Tag namefText[ = 1D [ = Category| = Target = Observation .
&» Threat 1408 |Indiscriminate|Unknown |7 Observation (163 occurrences)
@» Threat  |2417  |Indiscriminate Unknown |4 Observation (163 occurrences)
43 Threat 472 Indiscriminate |Unknown |7 Observation (163 occurrences)
43 Threat 2050 |Indiscriminate | SQLServer (1 Observation (163 occurrences)
43 Threat 2003  |Indiscriminate|Unknown |7 Observation (163 occurrences)
& Threat 2466  |Indiscriminate|Unknown |4 Observation (163 occunrences)
Ao Throat 2074 Indicrriminatal | Inknowen 140 % Nheansation (AT necurancac

Poadhe




QUANTAR PAE (Stochastic Modelling)

INSURANCE RISK ANALYTICS B Predictive Analytics Engine




Virus Attack Data

Risk Hierarchy

4 FRoot
a4 5-1
T-2050
4 54
T-1%18
T-2417
T-2466
a4 57
TA72
T-579
T-1113
T-1408
T-1852
T-2003
T-2570
4 5-10
T-1002
T-2404
T-2024

l Status | Login: admin

I || Attack Data Risk Results
Toad Data ' Fit Method: Standard
-
Curve Type: [ standard

Trend g Fobust

Rick Trends

[l

CQuantar PAE

Rick Fifes Bun Model Configure

Constant -

Timne Weighting

Metwork Virus Attack Data

Historic Attack Data

w
1600000 > * *
* *
1400000
12000005 L *
* i *
1000000 - = >
- * * *
500000124 » > -~ = it
- *
600000 5— = o 2
%
4000002 gt 2
200000-

| 1 1 1 1
0L 2009 . 01072000 01/1492009 OLM002010 01042000 01072010

B Data
= Fitted




| | Attack Data

241172010 - resultstocml

Select Resuits Set

Qluantar FAE
Rizk Besults Eisk Trends Rizk Files Run Model Configure
* Fixed B 385 cays - ";",.
EFi:{Ed = | Create
| Auto =
| I Select: Risk Tenor Audit Report |

Rizsk Hierarchy

4 root
childl
childz2
4 child3
gchildl
gchikd2

Status | Login: admin

Network Risk Analysis Results

Computed Loss Distribution

2000 #
3
1500 : .4
»
by 1
@*
1000 = ". H POF
W ALT
s *
o »
_ @
LS00 - -
@ "",
a . ; i '. . i * t,.ahn_l_
0 20 AD &0 &0 100 120 140 160

Metrics
Statistic Walue

E-L 101.458
R5W-Lo s016

RSV -Hi 58,52

C-L 90% 114.97
C-L85% 115.38
-1 99% 128.28
CES 90% 122.03
CES 95% 147.30
CES 99% 147.97




@ ||= Quantar PAE |-£l.:h @E

| | Attack Data Risk Results Rizk Trends Risk Files Run Model Configure 2
1 Week E
1 'Week -,
1 Morth
" 3 Months
6 Maonths Network Risk Trend Analysis
| 1 Year -
|
w
* *
-
170 F
* » L 3
W
160 > &
*
* &> g B Green
150 F B Amber
& L] & m
@ * W Red
> &
Lo
140 »
o
& o
130
? 1 1 1 1 1 1 1 1 1 1 1 1 1 1
1& 20 22 24 26 28 30 32 34 1 38 40 47 44 4
Status | Login: al_:lmin

.




e Il B

Forecast  Simutation Save

Rumn Risk Moded Results

Attack Rate Forecasts

Risk Statistics

Severity [d 28-Feb-2012 28-May-2012 23-Nov-2012

1 57623.15 61045218 b8222.96

4 150148.85 16022934 18055035
7 42262017 44771322 49929338
10 16526023 17567775 19708155

Statistic

Variance
RSV-Lo
RSV-H
CL9%%
CL 99%
CES 95%
CES99%

Z8-Feb-2012 28-May-2012 29-Mov-2012

217.64
2055009
932058
1122950
42413
468,69
50026
679,99

21725
20461.32
g280.54
1118078
44363
4e8.04
54353
857.51

£17.33
20455.16
SZ2a6.80
1117235
44317
468629
485.07
655.61




-@ I Quantar PAE el o 5

Aftack Data Risk BEesulis Risk Trends Ri=k Files Fun Model Configure =
L
W e A ~
Genera Forecasting Simulation Users oo zely Hemiove
PAE Mode| Setup Application Users

Simulation Configuration Parameters

PDF Monitor Setup RAG Warning Setup
Mum Buckets: 100 Measure: Confidence Level
Cache Size: 100 Fercentile: 95%
Alpha Value: 0.75 Tenor: 365 days
Margin Size: .05 Fed Level: 150
Amber Level: 120

Monte-Carlo Simulation
Mumber terations: 10000
Time Steps (days): 90:130:365

Status | Login: admin
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Use Case 1: Cyber Underwriting

Assess Prospective & Actual Cyber Client Risk

Gls QuirtrPAE o)

MOn  RRedls  RETes  RuAS R Confgue a © 9 i wswraearty Gt noparsees 440

Riebos swavt [f|  conot TR e
CneTipe  Sundwd o - e 50 5,750,000
Virus Attack Data Teng POt s Time Weighting Cepetomsng | Ssgnel  SS00000
GedtCaiOem..| LOIDET 5250000
Risk Hierarchy Network Virus Attack Data ;WM Eﬂﬁ-’nﬂl‘ 5,000,000
4 Roat S R
484 4500000
T 4250000
i o Historic Attack Data e
T.4918 3,750,000
T4 3,500,000
T-2466 ,i,‘ 3,250,000
a5l 1600000 N + P \i: 3,000,000
41 ' ¢ & z1s0m0
T4m 10000 2 2500000
T3 1200000 $ '3 2,250,000
T-1408 i ¢ 2,000,000
T8 1,750,000
20 HDa 1,500,000
1y Bfited 1:250,000
i 5-10' 1000000
."mf 750,000
.--243- 500,000
R 250,000

- - . ) .

0042009 QL2009 OL107A009 OLOL0I0 OMO42000 QL07/2010 ﬁ E E § E
5 3 o
o
St | Lo e Process i R

View cyber threats experienced by Analyse insured’s risk across business
the insured over time processes



Use Case 2: Pricing

Price risks by coverage and terms

Attack Data

1Week E

1 Week a

3 Months
€ Months

Status | Login admin

1Yex v |

Quantar PAE
RiskResulls | RskTrencs | RiskFles  RunModel  Configure @
Network Risk Trend Analysis
v
‘ *
| *
170 3
L) *
| A * |
156‘ ¥ . Y
‘ ¢ . . OGreen
1504 s B Amber
e ¢

(] ¢ \J NRed
B . o |
140+
| ¢

AL

1}@“
B — T — T
1B 20 2 W 6 B P 2N M ¥ B 0 L 4 %

Develop pricing strategies by coverage based on stochastic simulations for a single

(= Quarta: PAE o)
AttakDats | RiskResuls | RikTrends  RskFies  RunMode  Configure Cl
/L2000 « resunsduml Fsed B e : 7y
Auto 5 )
Seiect Results Set Select Risk Tenor Auvdit Report
Risk Hierarchy Network Risk Analysis Results
4 root
chiat
chilg2 e
P Computed Loss Distribution
genidl
pehid2 .
% Metrics
+
1500+ — 7;7$ | Statistic Value
: b4 EL 10144
PO ! RSV-o 5046
L'}
10007 Y o RVH 5852
. [} RAT
. CL90% 149
L]
001 : = (ST T
[ A . CL3% 12828
- ol e CES 9% 12203
0 2 4 0 0 10 10 M K CES95% 14130
CE§ 99% W
Status | Login aomin e

aggregation of entities

or an




Use Case 3: Accumulation &
Exposure Management

AttackDats ~ RiskResuts ~ RiskTrends ~ RiskFiles ~ RunMocel | Configure
Forecast Simulation Save
Run Risk Model Results
Attack Rate Forecasts Risk Statistics
Severity Id 12-Oct-2018 10-Jan-201% 14-Jul-2019 Statistic 12-O«t-2018 10-Jan-201% 14-Jul-201%
1 15082442 15429345 16142424 Mean 21730 217.18 21738
4 47097806 43105855  451779.56 Varance 2048148 2043990 20475.09
7 109678651 1121879.86 1173460.02 RSV-lo  S2%27% 927545 525133
10 44514437 45556LB9 476975.69 RSV-Hi 1118869 1116445 11183.70
CLS5% 44376 R 44308
CLO9% 46836 467.38 457.93
CES95% 504.79 54303 534.72
CES99% 71400 509.76 84097

Risk and attack forecasting; Track risk exposure over time;
Aggregate cyber risk portfolios



Use Case 4: Client Advisory &
Regulatory Compliance

o N-Opvar
Lomnarian
SR
Easeine [T T20,35%.1 | F00, 000,000
l':ilim Termi.. 1000 303,530, PR _-J!l,JI.?.‘_l?Q.P
WadtenaFre. | 1300000 S09.061,5%.6 20847LA115
275,000,000 4
250,000,000 4
225,000,000 1
200,000,000 4
—
5 175,000,000
g' 150,000,000
=
125,000,000
100,000,000
75,000,000
50,000,000
25,000,000
o = - .
E & =
8 =
o E E
m 5 £
Shared Prapsnions. -
Fericd DOHEI2-28 to SRS E é
Predcted vines pmetratng: 0,461 : E
Pracictad suctepul hadka: 2.413 = .
- Scenario

Estimate aggregate losses; Determine entity risk appetite; Allocate capital to mitigation actions;
Regulatory reporting



Local installation

Threat data acquisition
Client process/tech mapping
External threat data

Data analytics

Financial risk exposure

The Technology

Zero cloud security issues; removes liability risks; confidence for clients

Network acquisition technology collects client-specific cyber threat data

Client inputs for system — business process — category interdependency mapping
Third party data extrapolated for future threats per client-specific process/topology
Stochastic & non-stochastic modelling of data

Output of financial & statistical risk values & mitigation option effectiveness



In-House Compliance Use

Delivering on the e
- Digital Single Market
HISCGX Grﬂ Up Stronger privacy rules —_ ..

. for electronic communications

* X %
* * EU General Data
* GDPR * Protection Regulation
L | ‘ * * 25 May 2018
Hiscox Hiscox Hiscox al e
London Market He & ILS Retall
Hiscox Hiscox Hiscox Hiscox
UK & Special DirectAsia
USA Europe :
Ireland Risks




Product / Service Development

_ Core Product R&D
Hiscox Group

Added-Value Services

Hiscox Hiscox AHiscox
London Market Re & ILS Retail
I I
T Hiscox Hisstx Hiscox
UK & Special DirectAsia
USA Europe :
Ireland Risks




Underwriting & Risk Management

Hiscox Group

Co-develop software products
for mutual benefit;

Hiscox cyber development

Quantar gains a visible
Hiscox Hiscox Hiscox development partner
London Market Re & ILS Retail
Hiscox Hiscox Hiscox Hiscox
UK & Special DirectAsia
USA Europe :
Ireland Risks




Sample Competitor InsureTech Accelerators/Incubators

Allianz

We build companies
Munich RE =

]
helvetia A
@ Swiss Re
@ Swiss Re

“ ¢ startuphootcamp

¢4 ZURICH

LOF)I

LAE OF FORWARD THINKING

Allianz (@)

InsurTech Accelerator <oty Munich RE =

rdeamet=




Current Product Status

1. FreeBSD / Linux Server Updating (minor)

1. change to Wildlist URL/calculation (work-around is simple for current use)

2. Recompile code into current version of java for security

1. Recompile code into current version of java for security



Future Development

Integration into single Ul for ease of use and cohesive application
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What's on Offer?

c's’o

To HISCOX

An existing free product to test for underwriting support
and access to patented technologies; a de-risked approach

A valuable, needed free tool for the entire Hiscox Group
GDPR compliance program

A co-development of future products for underwriting,
product development bespoke to the needs of Hiscox for
enhanced competitive advantage

A product developed to suit a value-added service
offered to clients as part of their cyber package free
of charge to them

A way of accumulating critical data for the entire group
without compromising client’s proprietary data

To QUANTAR

A credible development partner and potential
future client to attract investors; Augmentum Cap?

A door-opener to technology suppliers and other
companies who can development suitable hardware

A multi-division, multi-location entity that can
add value in product development; partnering
potential as per Control Risks, etc

A means of accessing key players in related markets
e.g. Lloyds, etc who could use the products

A way to source funding and skills to build the next
generation products and to enforce patents
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INSURANCE RISK ANALYTICS

Presented by : Dr. Phillip King-Wilson, Managing Director, Quantar Solutions Limited
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